Security Update

* Operational Security Procedures

- Security incident handling procedure
and Vulnerability issue handling
Procedure

* https://documents. egi. eu/document /47

- EGI CSIRT Information Disclosure
Policy (draft)

 https://wiki. egi. eu/wiki/EGI CSIRT Informa
tion Disclosure Policy (draft)

- Working on Critical Vulnerability
Handling Procedure
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Security Update (cont.)

* Security Monitoring
- EGI Pakiti: https://pakiti.egi.eu

- Site/NGI security officers can now access Pakiti
result

* Security Dashboard Development

- EGI CSIRT will be able to access all security
monitoring results at one place

- Will integrate with EGI CSIRT ticket system
- Will integrate with EGI/NGI operation dashboard
* Working with operation dashboard developers

- Will allow CoD/RoD to view the security alerts and
follow up with sites

* Need to discuss it with CoD/ReD-team in due course
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Security Update (Cont.)

e Since 15t May 2010 (start of the
Project)

- EGI CSIRT has handled 5 security
incidents

- EGI CSIRT has issued 9 security
advisories, of which
2 Critical
* 4 High
* 3 Moderate
https://wiki. egi. eu/wiki/EGI CSIRT.:Adwemtis

- Risk assessment _new follows SVi@mprocedure
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