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	Abstract
This document is a strategy proposal for CTA towards the integration of scientific gateways and single sign-on solutions to serve the Cherenkov Telescope Array community. The proposal has been prepared in the EGI-InSPIRE Virtual Team project titled ‘Technology Study for CTA’. The proposal is a response to the ‘CTA requirements’ that have been collected and documented within the same project. The strategy defines a ‘science gateway ecosystem’ to address the requirements and to ensure continuity, sustainability, openness and innovation in the science gateway area for CTA. The document describes this ecosystem and the technical solutions that already exist in EGI and its partners and can be used to the implement the ecosystem. The gaps in the current technological offerings are also identified and described, together with ongoing, and proposed future activities to fill these gaps and to setup the ecosystem. The described strategy emerged from a consultation process that involved various stakeholders: members of CTA project management work package; science gateway and science gateway framework developers from CTA and EGI, the user community support team of the European Grid Infrastructure and representatives of Terena.
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IV. Application area


This document is a report by the EGI-InSPIRE Virtual Team project ‘Technology Study for CTA’. 
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1 the proposal
The Technology Study for CTA Virtual Team Project collected and documented the CTA requirements concerning science gateways and single sign-on system for the community. The requirement document is available at https://documents.egi.eu/document/1796. Based on these requirements the Virtual Team project compiled this ‘science gateway strategy proposal’ for CTA. The strategy recognises the fact that no single science gateway solution exist today and in the foreseeable future that could address all the CTA requirements. The proposal therefore suggests the setup of a ‘science gateway ecosystem’ for CTA, that enables the integration of state of the art solutions from EGI (the National Grid Infrastructures and various related projects) and from its partners, particularly Terena (the NRENs and various related projects). The ecosystem, once implemented, will be able to address all the requirements that are included in the CTA requirements document. The key elements of the ecosystem are described in this section, which includes an overview diagram of the ecosystem as Figure 1. 
1. Multiple gateways: CTA should have multiple gateways, each customised to a different audience and/or applications (e.g. scientific users from different country; users from different sub-domains of the particle simulation community). Benefits for CTA are:
· A more diverse set of capabilities can be made available through science gateways for the CTA community; 
· Existing solutions from multiple development centres can be brought together and made available for the CTA community. 
· Innovations of multiple initiatives and groups being linked to the different gateways can be made available for the CTA community.
· Gateway sustainability for the long term is ensured as technological and/or funding changes that affect individual gateways do not affect the overall strategy. 
2. Common components: Each CTA gateway must include a well-defined set of components that are common and are shared across all CTA gateways. The shared components provide the core capabilities that every gateway has to implement in order to become a ‘fully functional CTA gateway’, including, but not limited to connectors that a gateway requires to use the CTA central services (see section about central services later). The list of proposed common components is given in Table 2. Benefits for CTA are: 

· Common components provide a minimum assurance level for users concerning the capabilities of CTA gateways.
· Maintenance of the common components can be coordinated at the community level, eliminating duplication of developments at multiple sites, and minimising the cost of development for key components. 
· Common components can include features that are critical for the CTA community and therefore require high quality software implementations. Meeting quality standards is easier with a shared codebase. 

3. Unique components: Any CTA gateway can include components that are unique to that specific gateway. Such components may, but do not have to be available in other CTA gateways. Such unique components can provide capabilities that serve a niche market within the community and therefore should not be available in all the gateways. Unique components can include, but are not limited to, tools to integrate new scientific simulations with grids or clouds (e.g. workflow tool); scientific simulations that are relevant to one specific CTA application; unique interfaces (e.g. visualisation tools); unique configuration settings (e.g. language); unique support services (specific manuals, national/regional helpdesk, etc.) Benefits for CTA are: 

· Unique components can provide features that are not relevant for every CTA user, thus should not be available in every science gateway.

· Unique components can incubate features for other CTA science gateways. After a unique feature becomes popular and reliable in a gateway it can be integrated into other gateways as well. (If technology permits that.)

· Unique features enable innovation to happen at different sites simultaneously, and innovation to materialise in software that is available for the CTA community. 

4. Central services: The CTA community needs a set of centrally provided services to make the science gateways and the related single sign-on systems fully functional. These central services enable consistent management of users, applications and data across the gateways, and also play an important role in preserving CTA knowledge in the long-term. The services can be provided by CTA, or by its partners, such as EGI.eu and Terena, based on bilateral agreements. The following services are recommended for inclusion in this central set (See also Figure 1):

· Application repository: Applications can be developed in any of the science gateways that include sufficient tools for this (e.g. a workflow bench). CTA is primarily interested in Monte Carlo simulation applications, but other types of applications will be also used in CTA. After an application is developed and tested in a science gateway, then it can be used within that gateway, and can be shared with other science gateways through this application repository. Sharing of an application in the repository does not guarantee compatibility of the application with every science gateway that exists within the ecosystem. The application will be usable in those gateways that use the same application representation technology than the gateway which was used to develop the application. (If every gateway uses the same application representation technology then applications are portable across all the gateways.)
· Science gateway repository: In the proposed science gateway ecosystem the gateways are transient entities – they can exist for any number of applications, for any number of users, for any duration that is suits best for the users and providers. Such an ecosystem requires a repository where reusable, re-configurable and extendable science gateway  instances are stored. This repository will simplify the creation of new gateways for specific user communities and/or applications. The gateway repository should use virtualisation technologies to store gateway templates, ie. each template should be stored as a ‘virtual appliance’ within the repository, comprising one or more virtual machine images that can be instantiated on an ‘infrastructure as a cloud’ platform. 
· EduGAIN: The eduGAIN service is intended to enable the trustworthy exchange of information related to identity, authentication and authorisation between the GÉANT (GN3plus) Partners' federations. The initial goal is to enable Pan-European Web Single Sign On to both GÉANT services and to those provided by other communities represented by, or associated with, the GN3plus Partners.
· X509 Certification Authorities (CAs): The ‘EGI VO portal policy’ requires a science gateway user to use his/her personal X509 certificate for the submission of jobs to EGI resources if those jobs relate to his/her own executable code
 (and not a code that the science gateway offers for the user e.g. from the Application Repository). Because it is expected that some of the CTA users – at least those who integrate new applications for the CTA community – will need to run their own simulation code on EGI resources, these users will need to have their personal X509 certificates. A network of X509 CAs, recognised by the resource providers (ideally by both EGI and CTA) is therefore needed. 
· IdP for the homeless users: Neither eduGAIN, nor any X509 CA network has 100% coverage of the CTA countries and institutes
, and this picture cannot be changed in the short term. An identity provider is required for those who are not covered by either of these solutions but wish to access resources through the CTA science gateways. 
· Authorisation service: eduGAIN and X509 certificates provide a very minimal set of metadata about the users. (Typically name and email address). CTA science gateways require additional metadata about the users before deciding what resources the user is entitled to access in and through the gateway. A central authorization service is needed in order to associate CTA-specific user metadata with each user account that is used in any CTA science gateway. Based on the metadata the various services of the ecosystem can provide consistent access control for a user, and can also guarantee that the same username is allocated to the same identity across every service. 
· Shared support services: Each science gateway need to include user support services, such as manuals, helpdesk, tutorials, etc. While some of these services have to be customised and hosted in each gateway, others can be provided centrally and shared across all the gateways (linked to the gateways, embedded into the gateways, etc.) A support helpdesk, introductory manuals are perfect examples of shared support services. 
5. Applications decoupled from gateways: Scientific applications can be developed in any of the science gateways that include sufficient tools for this (e.g. a workflow bench). CTA is primarily interested in Monte Carlo simulation applications, but other types of applications will be also used to process and mine the data to be generated by the telescopes. Many of these applications have to be kept, maintained and further developed by CTA members in the long term. This can be achieved if the applications can be separated from the gateways, can be stored and archived in a repository (See Application repository paragraph under the Central services section above). Decoupling of an application from a gateway can be achieved with ‘traditional methods’ (exporting source code, executables) or with recently emerging virtualisation technologies (capturing the application in virtual machine images) Benefits for CTA are:

· Applications will become reusable across gateways.

· Applications can be sustained without sustaining all the developer tools ‘around them’. 

· CTA members will be able to capture scientific simulations in applications and sharing those with the community.  

6. Authentication decoupled from authorization: The CTA science gateways should use a two-step process to establish the identity of a logged-in user (1st step - authentication) and to decide what resources the logged-in user is entitled to access through the gateway (2nd step – authorisation), and these steps should happen in the same way in every gateway. Benefits for CTA are:

· The authentication and authorisation protocols and services can be managed centrally, lowering the barriers for the development of science gateways, connection of protected resources to the gateways.

· Access control can be implemented consistently across gateways. 

· Authentication and authorisation services from third party providers (e.g. Terena, IGTF) can be used. 

· Enables gateways to interact with additional authentication and authorisation services in the future. 
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Figure 1. The proposed CTA science gateway ecosystem setup
2 Implementation
This section proposes particular solutions to implement the CTA science gateway ecosystem, together  with justifications of the choices. The various components and services that need to be implemented for the ecosystem are detailed in two subsections. Subsection 2.1 includes two tables: Table 1 covers the central services of the ecosystem (element 4 of the strategy), Table 2 covers the common components that each science gateway needs to implement (element 2 of the strategy). Subsection 2.1 covers those science gateways that expressed their interest to the Virtual Team project in participating in the CTA science gateway ecosystem. 
2.1 Central services and common components

Table 1. Central services in the ecosystem. 
	Central service 
	Proposed technical solution
	Justification of choice

	Application repository 
	EGI Applications Database: http://appdb.egi.eu 
	· AppDB can host software code/executables and also metadata that describe software. (i.e. Can be used as a repository and/or as a registry.)

· AppDB does not restrict the form of applications (it's not only workflows that can be shared).
· AppDB does not restrict the technology used by the applications (any software that the application requires can be shared).

	Science gateway repository
	EGI Applications Database: http://appdb.egi.eu
	· AppDB will be extended with support for virtual appliances before March 2014. The new features will provide storage for any type of virtual machine images and associated meta-data. 

	Authentication service for homeless users
	EGI SSO: http://www.egi.eu/sso 
	

	Authorisation service
	??? LDAP? VOMS? 
Brook, does Terena provide something that could be used here? 
	

	Shared support services
	EGI Helpdesk: http://ggus.org 
Can GGUS be used from a science gateway or only through its own portal interfaces?
	


Table 2. Components that should be integrated into every CTA science gateway (through a single science gateway template).  
	Common component in every CTA gateway
	Proposed technical solution
	Justification

	Client of Application repository
	
	

	Clients of authentication services (eduGAIN, X509 proxies, IdP for the homeless)
	
	

	Client of authorisation service
	
	

	Clients of shared support services
	
	

	Clients of CTA data and compute abstractions
	These abstractions do not exist yet. Is there work going on in this direction within CTA? 
	

	Tools to monitor the gateway???
	
	


2.2 Science gateways
Describing the key capabilities of the science gateways that wish to participate in the CTA ecosystem. Each subsection should cover the following topics:

- Introduction of Your science gateway framework/instance
- Strengths for CTA
- CTA requirements met by the software (based on requirements document)
- CTA requirements do not met by the software (based on requirements document)
2.2.1 CTA Applications and Data Gateway by Cyfronet
Input from Joanna Kocot (Cyfronet)
2.2.2 CTA Gateway Prototype from INAF Based on gUSE/WS-PGRADE
Input from Alessandro Costa (INAF) and Peter Kacsuk (MTA SZTAKI) 
2.2.3 Italian Grid Infrastructure Portal for CTA
Input from Marco Bencivenni (INFN)
3 GAPS

This section provides a listing of solutions that are required, but still do not exist for a fully functioning CTA science gateway ecosystem. Some of these solutions are under development. These development activities are also described here. 
· EduGAIN does not provide 100% coverage (refer to Appendix A). There are several initiatives that would expand the coverage. Brook to write about these, and indicate when each of these projects are expected to deliver results that are relevant for CTA. 
· IGTF CAs are not available in every CTA country?  
· The AppDB API does not support software upload yet (only the upload of meta-data about the software) 
· GGUS does not provide a helpdesk interface that could be embedded into a third party portal?

·  ... 

4 Addressing requirements
Include a table of all the requirements from the Requirements document, with an explanation of how each of these are addressed in the proposed ecosystem. 
5 WAY forward
How can we implement the ecosystem? 
· SCI-BUS as a platform? 
· What timeline, budget, funding sources? 
How to operate the ecosystem? Who is responsible for what? 
6 AppendiX a – EduGAIN coverage of CTA
A summary of Brook’s analysis work is to be added here.
� These science gateways are referred to as ‘job management portals’ in the policy. The policy document is available at � HYPERLINK "https://documents.egi.eu/document/80" �https://documents.egi.eu/document/80�. 


� See details in Appendix A. 
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