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SSCs in EGI-FedCloud

Security Service Challenges
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Security Drills / EGI

Until SSC4 (2010) “per site security drills”

• Script based malware deployment.
• Evaluation based on:

• Manually processing response mails (extracting times).
• Digging for related information (forensics part).
• ”malware” logs.
• Scoring schema in a spreadsheet.
• ... quite a human factor ... time consuming.
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Security Drills / EGI

• Communication:
• Endpoints valid?
• Form/Content OK ?

• Containment

• Ban ”malicious” users
• Find/Stop malicious

processes
• Find submission IP

• Forensics

• Basic Forensics on
Binary

• Network traffic

• Problems: Drill-Alarm ignored,
contact address wrong, outdated,
...

• ....Unfortunately all the people
involved in the incident response at
Site XXXX were off-line on Monday
...

• .... I’ve received both messages. As
our site YYYY does not provide any
interactive access to the grid users, I
developed a bad habit of not paying
much attention to the security alerts.
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Security Drills / EGI

• Communication:
• Endpoints valid?
• Form/Content OK ?

• Containment
• Ban ”malicious” users
• Find/Stop malicious

processes
• Find submission IP

• Forensics

• Basic Forensics on
Binary

• Network traffic

• Access Control
• X.509 based Authentication

• Definitive access control at the sites.
(DN in Textfiles)

• User-certificate information gets
mapped to a unix account

EGI Federated Cloud - Face to Face workshop, 19 – 21 Jan. 2015, Amsterdam, NL 3
EGI-InSPIRE RI-261323 www.egi.eu



Security Drills / EGI

• Communication:
• Endpoints valid?
• Form/Content OK ?

• Containment
• Ban ”malicious” users
• Find/Stop malicious

processes
• Find submission IP

• Forensics
• Basic Forensics on

Binary
• Network traffic

EGI Federated Cloud - Face to Face workshop, 19 – 21 Jan. 2015, Amsterdam, NL 3
EGI-InSPIRE RI-261323 www.egi.eu



Security Drills / EGI

• Communication:
• Endpoints valid?
• Form/Content OK ?

• Containment
• Ban ”malicious” users
• Find/Stop malicious

processes
• Find submission IP

• Forensics
• Basic Forensics on

Binary
• Network traffic

EGI Federated Cloud - Face to Face workshop, 19 – 21 Jan. 2015, Amsterdam, NL 3
EGI-InSPIRE RI-261323 www.egi.eu



Sites got Supporting Material

Lessons Learned, Supporting material provided by
EGI-CSIRT to the sites.

• Communication Templates

• Generic Incidence
Response Procedure

• Forensics guidelines
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SSC-Monitor Components
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SSC-Monitor Components

• SSC in FedCloud: What would be important for you to look
at?

• Who would be willing to collaborate on a scenario
• Who would be willing to collaborate on a ” image ”
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