JAN MEIZNER (ACC CYFRONET AGH)
Suggestions for the EGI SPG related to simplification of integration of new technologies (e.g. Cloud based) with the Grid
NOTE: 
      The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL

      NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and

      "OPTIONAL" in this document are to be interpreted as described in

      RFC 2119.

The motivation for creation of this document was to give my opinion related to currently existing Grid policies as well as suggest modification/extension of them directed toward reaching following  EGI-InSPIRE goals specified e.g. in sec. IV, p. 5 and 6 of the EGI’s Grid Security Policy document (EGI-SPG-SecurityPolicy-V1_0):

- Mechanisms to integrate existing infrastructure providers in Europe and around the world into the production infrastructure, so as to provide transparent access to all authorised users. 

- Establish processes and procedures to allow the integration of new DCI technologies (e.g. clouds, volunteer desktop grids) and heterogeneous resources (e.g. HTC and HPC) into a seamless 

I’d like to present 2 sections related to the subject. The first one (1) is my comment on already available (to best of my knowledge still as a draft) grid policy: Policy on the Endorsement of Virtual Machine Images available at https://edms.cern.ch/document/1080777. The second one (2) describes idea for a new policy that would allow mechanism  that could be used to solved (at least partially) the problem of integration with foreign infrastructures when usage of endorsed VMs (from 1) is not feasible.

1. Comments on the document: Policy on the Endorsement of Virtual Machine Images.
In my opinion the general idea presented in this document is highly plausible both from security as well as usability point of view. Data collected from our users in various EU projects also suggest that ability to run customized VMs would be valuable for them. 

However I’d like to suggest taking under consideration following aspects of the policy (based on version 1.4b) in section 3.1 (Policy Requirements on the Endorser):

· In point 2 the condition “there should be no installed accounts, host/service certificates, ssh keys or user credentials of any form in an image”  MUST NOT include mandatory system accounts that SHOULD (or MUST) be blocked (and have no credentials) but also MUST exist as they are REQUIRED by some daemons/services. Also in my opinion some kind of (configurable) standard access mechanism (like encrypted key or less preferable password) MAY be allowed for critical user (e.g. root and 1 unprivileged user) so it could be accessed initially and in case of emergency (e.g. when more advanced security infrastructure access fails on a virtual node).
· In point 5 timeframe for keeping the “auditable history of every image endorsed” SHOULD be specified, unless it should be kept indefinitely (in which case this SHOULD be explicitly specified, however in my opinion it would be NOT RECOMMENDED, as in practice it would not be possible).
2. Suggestions for other methods of Cloud integrations when method from (1) is not feasible.
Although, generally ideas presented in (1) would allow creation of Cloud infrastructure in the current Grid Sites it would not allow easy integration with:

· Communities running their own huge set of VMs in a Cloud environment that are not ready to adopt the mechanism described in (1) or other standard GSI mechanism like forcing all their users to request the GSI Certificates, however they would like to provide at least temporary and partially interoperation between their system and the Grid.

· Other communities running non-compatible (yet) infrastructures having similar goals to the above ones.  
For this types of users I’d like to suggest creation of the new policy similar somehow to already existing one:  VO Portal Policy. This policy allows non-Grid users of the most VO portal types (excluding Job Management portals) to send jobs to the grid with various limitations. The most permissive (for non-Grid users) portal type - Data processing portals allows e.g. running predefined code with a custom data.
In my opinion there is a need for a policy that analogically to the one described above would allow submitting predefined jobs by a kind of “gateway software” (run by a representative of the foreign but federated infrastructure) with a custom data. However such gateway in opposition to Data processing portals would allow submitting jobs automatically. The policy would NOT allow running arbitrary code – just like the mentioned types of portals. Of course the policy SHOULD request  that the gateway operator would be responsible for respecting all Grid policies (including Traceability and Logging Policy). He (but not his users) would also need to be registered as part of the Grid. Jobs submitted by the gateway SHOULD use either operator’s personal Grid certificate or (in my opinion preferable) some dedicated certificate issued for the gateway. This would allow creation (by the computer scientists being full members of the Grid) a set of well checked software packages (e.g. in-silico experiments or chemical calculations)  to be submitted on the Grid by various non-Grid users (e.g. domain specialists) via the API, from a foreign infrastructure. Such a gateway MAY also allow running software from the Grid on the foreign infrastructure using the Grid credentials (like a GSI certificate). The new Grid policy MAY require that foreign system’s policies MUST allow this if the community want to instantiate a gateway to/from the Grid.
