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This Is Not Just “Cloud” Federation! 
Services Can Be Federated at Any Level in the System Stack
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Cloud federation is a special case of general service federation
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Functionally What Does Federation Require?

The Basic AuthN/Z Process 
(IdP = Identity Provider, SP = Service Provider)
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How can UserA find (discover) SPB? 

How can SPB validate UserA’s credentials and make access decision?

The AuthN/Z Challenge in a Distributed Environment

C. A. Lee, Cloud Federation Management and Beyond: Requirements, 
Relevant Standards, and Gaps, IEEE Cloud Computing, Jan-Feb, 2016.



International Disaster Response: 
Stakeholders will need to collaborate and share data on-

demand in response to an unpredictable disaster
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The Internet of Things: 
The IoT will involve many inherently distributed 

applications on a potentially global-scale
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My IoT “Things”

Skitter data depicting internet connectivity.  CAIDA.org, used by permission.
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Next NIST/IEEE Joint WG Meeting
September 28, 19:00  — this evening



Candidate Discussion Topics
Very Briefly!

• Federation Definition 
• Federation Use Cases 
• Federation Actors and Their Fundamental 
Capabilities 

• Federated Cloud Deployment Models 
• Existing Relevant Tools and Systems 
• Existing Relevant Standards (and How They 
Relate to Necessary Capabilities) 

• Areas for Federation-Specific Standardization
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How to fund this work??
• There is well-established, wide-spread need for flexible, on-demand, 

standardized, secure collaboration tools, including federation 
• There are many existing, relevant “piece parts” and systems that address 

different aspects of general federation management 
• There needs to be some serious integration to identify best practices 

and promote an emergent dominant practice based on standardized 
federation tools that get widely deployed 

• This is the typical standards adoption chicken-and-egg problem: 
– Nobody wants to adopt a standard that is not widely adopted, but 

standards don’t get widely adopted until people start adopting them!  
• Some organization with a undeniable need for secure collaboration 

and federation (and there are many of them) needs to step-up to the 
plate and demonstrate that integration 
– Show vendors what’s needed and what’s possible 
– Ignite a new marketplace
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The Open Geospatial Consortium Testbed Process

• OGC runs roughly annual testbed process to develop standards, 
implementations and use case demonstrations 

• OGC Sponsors fund overall testbed tasks (typically $3-5M/year) 
• Testbed 14 in Planning Phase 
• http://www.opengeospatial.org/projects/initiatives/testbed14

OGC TB13 Sponsors

http://www.opengeospatial.org/projects/initiatives/testbed14


Case in Point:  What the Internet Looked Like circa 2015
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Skitter data depicting internet connectivity.  CAIDA.org, used by permission.



What the “Internet” Looked Like in 1973

Wikipedia, in the Public Domain
36 organizations and 41 machines, if I counted correctly



Four Years Later

Wikipedia, in the Public Domain 58 organizations and 136 machines
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Summary, Future Work, and Recommendations
• Major stakeholders need to step up to the plate 

– Federation is widely applicable to many, many application domains 
• Collaborations of many kinds, Inter-Clouds, the Internet of Things, … 

– How much would it take to deploy a prototype federation of ~10 organizations? 
• Goals: 

– BUILD: 
• Build out prototype tooling and demo scenarios 
• A notional Federation Agent design is available 

– DEMONSTRATE: 
• KeyVOMS prototype built to demonstrate the concepts and benefits for 

international disaster response, commercial satellite data, etc. 
– ENGAGE: 

• Raise awareness and understanding with our government customers as to what 
federation is, and why it is critical to future ground systems 

• Engage with academia/industry/consortia/open source projects to promote and 
develop federation tools and standards 

• New NIST/IEEE Joint Federated Cloud WG is a rare opportunity 
– A place where stakeholders and vendors can find common ground for federation 

tooling, standards, and adoption


