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INDIGO AAI: main challenges

▪Authentication 

‣ Support for federated AuthN & 
social logins 

▪Identity Harmonisation 

‣ Link multiple accounts to a 
single INDIGO identity, providing 
a persistent identifier 
orthogonal to AuthN mechanism 

▪Authorization 

‣ Orthogonal to AuthN, attribute-
based, dynamic 

‣ Consistent across 
heterogeneous infrastructures 

▪Delegation 

‣ Provide the ability for services 
to act on behalf of a user 

‣ Support offline access for long-
running applications 

▪Provisioning 

‣ provision/de-provision identities 
to services/relying resources 

▪Token translation 

‣ enable integration with services 
relying on heterogeneous AuthN 
mechanisms
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Identity in INDIGO

▪The INDIGO identity layer 
speaks OpenID-connect  

▪The INDIGO Identity and Access 
Management Service is an OIDC 
provider 

▪ Authenticates users with supported 
AuthN mechanism 

▪ SAML, X.509, OIDC 

‣ Provides persistent identifier and 
links other attributes (e.g., group 
membership) to the INDIGO identity 

▪Provides to RP access to 
identity information through 
standard OIDC interfaces
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OAuth2 AuthZ in INDIGO

▪INDIGO services are HTTP APIs 
protected by an OAuth Authorization 
Service (AS) 

▪In order to access resources, a 
client needs an access token 

▪OAuth scopes used to 

‣ target the token to specific APIs/services 

‣ provide hints for finer grained authZ 

▪Identity layer provides other 
attributes as base for AuthZ 
decisions 

‣ e.g., group membership attributes
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Scope-based authorization

▪Each service registers the supported scopes when it 
registers at the authorization server (AS) 

▪The AS maintains policies that determine which client 
is authorized to request a given scope 

▪The request for a given scope is authorized by the 
user through the OAuth consent mechanism 

‣ but is possible to define trusted, whitelisted client services for 
which user consent is not requested 

▪Authorization is enforced at the target service 
considering scopes and other relevant information
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Scope-based authz: example
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OAuth token exchange
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▪OAuth flow to 
implement chained 
delegation among 
services 

▪Under standardization 

▪Supports impersonation 
and delegation



Provisioning

▪A distributed infrastructure demands and 
interoperable way of  propagating identity and group 
information to all involved resources 

▪ INDIGO AAI relies on the standard System for Cross-
domain Identity Management (SCIM) v. 2.0 

▪ Indigo IAM SCIM APIs provide means to propagate 
identity and group information to relying services, to 
implement, for instance, dynamic account creation 
and other resource lifecycle management at various 
levels of  the INDIGO infrastructure depending on 
events related to user identity status.
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Token translation

▪What about integration with 
services that do not speak OpenID-
connect? 

▪The INDIGO Token Translation 
Service (TTS) 

‣ maps INDIGO identity & attributes to 
external service credentials 

‣ provides an extensible plugin-based 
architecture, and currently support the 
generation of  

▪ ssh keypairs 

▪ X.509 certificates 

▪ Opennebula username/password 
credentials 16



INDIGO AAI architecture



OAuth/OIDC Grant types
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Grant types 

= 

Flows 

= 

Ways for an application to get tokens



OAuth/OIDC grant types

▪Authorization code 

‣ server-side apps acting on behalf  of  a user 

▪Resource owner password credentials 

‣ trusted apps, CLIs acting on behalf  of  a user 

▪Client credentials 

‣ server-side apps acting on behalf  of  themselves 

▪Refresh token 

‣ Used to refresh access tokens 

▪Implicit 

‣ mobile/javascript apps acting on behalf  of  a user
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OpenID-Connect

▪Standard identity and single-sign on layer built on top 
of  OAuth2 

▪Provides information about the authenticated users to 
client applications via a signed JSON Web Token 
(JWT) and a dedicated information query endpoint 

‣ the /userinfo endpoint 

▪The modern single-sign on technology 

‣ Widely supported in industry 

▪ Google, Microsoft, Oracle, PingIdentity… 
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The OIDC userinfo endpoint

▪A client/protected resource can get more information 
about the user identity by querying the /userinfo 
endpoint at the Authorization Server (i.e. the IAM) 

▪This information can be used to drive authorization 
decisions 

▪The call to the /userinfo endpoint is authorized by the 
access_token
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IAM userinfo output
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Token introspection

▪A client/protected resource can get more information about 
an access token by querying the /introspect endpoint at the 
Authorization Server (i.e. the IAM) 

▪The introspection endpoint allows 

‣ to handle the access token as an opaque token 

‣ to check token validity 

‣ to get additional information that is scoped to specific 
client application 

▪Calls to the introspection endpoint are authenticated via 
client credentials 

▪The introspection endpoint implements RFC 7662
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Valid token introspect output
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The OIDC Discovery endpoint

▪The IAM provides a discovery endpoint that can be 
used to query information about the OpenID provider 
configuration 

▪Useful to automatically configure client libraries 

▪Compliant with https://openid.net/specs/openid-
connect-discovery-1_0.html 

▪https://iam-test.indigo-datacloud.eu/.well-known/
openid-configuration
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Discovery endpoint output
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The INDIGO IAM service
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IAM: Goal of  the service

▪Provide a central service that 
deals with  

‣ User authentication (and exposes 
this info to RPs via standard OIDC 
interfaces) 

‣ Identity harmonization (link 
heterogeneous AuthN mechanisms to 
a single identity) 

‣ VO membership management 

‣ Registration and enrollment 

‣ Provisioning of  VO structure and 
membership information to services 

‣ Management, distribution and 
enforcement of  authorization policies
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IAM: implementation details

▪INDIGO IAM is a Spring Boot application that 

‣ extends and improves the certified MitreID Connect OpenID 
Connect implementation, and acts as a OpenID provider to 
relying services 

‣ provides 

▪ a registration service 

▪ a simple VO/collaboration management solution 

▪ a certified OIDC provider/OAuth authorization server 

▪ provisioning APIs based on SCIM standard 

‣ as a standalone, integrated solution
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IAM deployment model

▪An instance of  the IAM service is deployed for each VO/ 
community/collaboration (following the VOMS model) 

▪VO/collaboration administration rights can be granted 
to any member of  the IAM managed VO/collaboration 

‣ decoupling service operation from VO administration 

▪Administrators can 

‣ Manage membership requests 

‣ Add/remove/suspend users and grant them administrator rights 

‣ Organize users into groups 

‣ Manage client applications
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Contacts and resources

▪The AAI-TF wiki: 

‣ https://project.indigo-datacloud.eu/projects/aai-taskforce/
wiki/Wiki 

▪The AAI-TF mailing list: 

‣ https://lists.indigo-datacloud.eu/sympa/lists/info/indigo-aai-
tf  

▪The AAI-TF slack room: 

‣ https://indigo-aai.slack.com/ 

▪Useful tutorial scripts: 

‣ https://github.com/andreaceccanti/indigo-aai-tutorial
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Thanks! 

Questions? 

indigo-aai-tf@lists.indigo-datacloud.eu 
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Json Web Tokens (JWT)

▪From RFC 7519: 

‣ JSON Web Token (JWT) is a compact, URL-safe means of  
representing claims to be transferred between two parties. 

‣ The claims in a JWT are encoded as a JSON object that is 
used as the payload of  a JSON Web Signature (JWS) structure 
or as the plaintext of  a JSON Web Encryption (JWE) structure, 
enabling the claims to be digitally signed or integrity 
protected with a Message Authentication Code (MAC) and/or 
encrypted.
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JWT: header+ body + signature 
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header

body

signature



JWT: compact serialized form

base64(header).base64(body).base64(signature) 

↓ 
eyJraWQiOiJyc2ExIiwiYWxnIjoiUlMyNTYifQ.eyJzdWIiOiJlMWViNzU4Yi1iNzN
jLTQ3NjEtYmZmZi1hZGM3OTNkYTQwOWMiLCJpc3MiOiJodHRwczpcL1wva
WFtLXRlc3QuaW5kaWdvLWRhdGFjbG91ZC5ldVwvIiwiZXhwIjoxNDgyMTYz
Nzg4LCJpYXQiOjE0ODIxNjAxODgsImp0aSI6ImU3YmNiNTRjLThmNjctNGE
3Ny04NDE1LTM3YWRlYjRiOTU4YyJ9.LC6FyjhLIHnvUrekKyOw9_eJCh4yXU
qPJKDBmwSEZuCrCg-
uOXYkldYobEWXKv_sTOJ6aTl1YwFu3Ayonb3MEycixD0xDaD5S0fxD2Dmm
2zFt5CPbo-Qwi_trNl67VP6-
Gzb16JlNTRQxd2midAeRLAudqdebrgRRxf0DDfovQI 
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