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Bolting the door
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Infrastructure overlooked!?

A GridPP

UK Computing for Particle Physics

e Network infrastructure attacks less common
than host based
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Multiple vectors

e External (Internet)

Internal (MAN/LAN and trusted sources)
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Multiple solutions

e Hardware/software firewalls

e Hardware/software based |DS
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e ScotGrid Glasgow
cluster

Glasgow

e a e Glasooyw campus
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Securing a |0 Gb/s connection at Glasgow

e |0 Gb/s
e 4 Gb/s
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Securing a |0 Gb/s connection at Glasgow

e |0 Gb/s
e 4 Gb/s

Bl | Gb/s
~multiple
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Securing a |0 Gb/s connection at Glasgow

e |0 Gb/s
e 4 Gb/s

Bl | Gb/s
multiple
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* ScotGrid

Securing a |0 Gb/s connection at Glasgow

* Equipment - DELL/Cisco/Nortel

* Not all switches are equal
(mlxed vendor m|><ed procurement but also secumty)
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Securing a |0 Gb/s connection at Glasgow
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e Multl tiered solution

e Edge Access Lists (Layer 3, Campus)
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Going a bit further

 Nagios (Reporting)
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2 of Glasgow

Problems with enhanced security

 Not every command works in a cluster -
unexpected effects at different layers

* Vendor Interoperabillity issues
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Open source vs proprietary or
—ardware vs software

* Hardware based firewall/IDS solutions now
avallable from Check Point, Juniper and Cisco
which will run at 10 Gb/s transparently.

e (Costly and difficult to maintain properly.
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cnhancing the network

* Host Specific network based access lists may
require Layer 2 QOS to be applied

. Careful tumng requwed espeoally around
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Multl tiered approach

e Balance between security, speed and
reliability difficult to implement out of the
DOX
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2 of Glasgow

Multl tiered approach

* At |least one mechanism may cause
production ISsues

. Good operatlonal procedure V|ta| to ensure
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Any Questions!



