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-esi Check-in: What’s new?

e Streamlined user onboarding: Improved Ul for signing up using less steps
* Linking identities made easier and faster
* Improved RCauth certificate linking process
* Improved ORCID integration using ORCID API client credentials
 Added support for service & identities
 Added login, user & group statistics
 Updated VOMS (de)provisioning plugin with support for VOMS Admin SOAP
and REST APIv3.7.0
* Improved integration with GOCDB:
e configuration of fallback server in case the main one fails
* if no GOCDB server is available then inform the user and give the option
to abort or continue without GOCDB role entitlements
* New operating environment to improve performance

.



Step 1

Review user profile

information
® Name
e email
e affiliation

and agree to
Acceptable Use Policy
(AUP)

Check-in User Registration

Step 2

Verify email address -
only if a verified email
address is not
released by the user’s
authenticating identity
provider

& www.egi.eu

Step 3

Access resources
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-esi Check-in User Registration

eci

EGI User Community

To access resources protected

by EGI Check-in, you need to

sign up for an account using an B
academic/social identity

provider m

am
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-ecsl Check-in User Registration

) Review your information, agree to
_ the AUP and click on “Submit”.
EGI User Community
EGIID EGI Use
Name®
Your full name
Email
You current email
address a -

L]
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=1 Check-in User Registration

Check-in

. .
N eXt, yo u W I | I n e e d to C O n fl r m Please verify your email address to complete your registration
.
yo u r e m a I I a d d re S S . C h e C k @ We have sent an email with a confirmation link to your email address. In order to complete the sign-up
. o process, please click the confirmation link. If you do not find the email in your Inbox, please check your Spam or
b d t h | k Junk folder for an email from "EGI AAI Notifications”. If you do find the email in these folders, mark the email as
yo u r I n OX a n O p e n e I n "safe" or "not spam” to ensure that you receive any future notifications about your EGI AAI "Check-in" ID.
on your browser.

EGI AAI Notifications

Request to join EGI User Community

To: Nikolaos Evangel

S KI PPE D You have requested to join the EGI User Community. As part of this process, you will be
assigned a personal EGI ID which is needed to access EGI tools and services.

Ve"fled To confirm your request and to verify this email address belongs to you, click the link below and
opyright © 24 then sign in using the login credentials from your home identity provider.

If you didn’t make this request or if you believe an unauthorised person is attempting to access
EGI resources using your identity, you should ignore this message.

Thank you,
EGI AAIl Support

& www.egi.eu ¥ @EGI_elnfra 2020-11-02 “




Check-in User Registration

. . . EGI User Community
Click on “Accept” to finalize the

registration.

Invitation to EGI User Community

Invitation for IOANNIS IGOUMENOS

Click Accept to complete your registration

EGIID Identifier
Name™ Given Name IOANNIS
H H = Your full name Family Name IGOUMENOS
This step is in case of
an email known to be by . -
the Identity ProVider You current email address

Affiliation Affiliation Faculty
Organisation Organisation

& www.egi.eu ¥ @EGI_elnfra 2020-11-02



EGI Check-in User Registration

€ >0 N

Welcome!

S
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Identity Linking

Identity linking allows accessing resources with the same Check-in ID using different

login credentials

1. Click Link New Identity from User’s Profile View (https://aai.egi.eu/registry)

© Link New Identity

B8 Organizational Identities

Valid From Valid Through . -
Login Identifiers

Home > EGI User Community > Link New ldentity Name .
ome > EGI User Community > Link MNew Identity (Europe/Helsink) | (Europe/Helsinki)
H L] loannis https:/aai.egi.eu
L|nk New |dent|ty L £a394a6a26d631fh71244fe0062471100577179897abf1e060424cc2ba01(
lgoumenos  forcid/saml2
) L {epuid)
(11820) /idp/metadata.php
Identity linking allows you to access EGI resource -

existing EGI |D, using any of the login credentials you have
linked to your account. Proceed to link a new identity to your

EGI account.

e 2. Click Begin

.
& www.egi.eu ¥ @EGI_elnfra 2020-11-02 n


https://aai.egi.eu/registry

Identity Linking

3. Choose new ldentity Provider 4.

Authenticate with the new Identity
from the list

Provider

Linked [
Check-in

Choose your academic/social account

Welcome Back
Q

Don't miss your next opportunity. Sign in to stay updated on your professional world.

|

‘ Password Show

cience, Technology and Research

‘ Fmail or Phone

ine and Technical Engineering

Cancel
AARNet
Aba Teacher iversity
Abertay Uni

or

Forgot password?
[[weitbucket | [ agiso |
New to LinkedIn? Join now
| GitHub | ‘ G Goosle ‘ A" JeduTeAMS
l|g::m|-c-:u ‘ | o o |

Can't find your identity provider’

& www.egi.eu ¥ @EGI_elnfra 2020-11-02



Identity Linking

The new Identity is linked under your profile

B SSH Keys r ©Saved 1 © Add
| — © Link New Identity
Valid From Valid Through _ -
Login ldentifiers
(Europe/Helsinki) | (Europe/Helsink .
loannis https:/aai.egi.eu
. £a3%4a6a26d631fb71246fe0062471100577179
lgoumenos Jorcid/saml2 (epuid)
epui
(11820) /idp/metadata.php a
IOANNIS https:#aai.egi.eu
. - . - b53743953f6f24dd412ec0c82512dc%cbd 1031 a:
IGOUMENOS  /linkedin/saml2 enuid)
(epuid)
(11822) /idp/metadata.php

& www.egi.eu ¥ @EGI_elnfra
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-esi RCauth certificate linking

Request and link an RCAuth
Certificate under User’s Profile
takes up to 50% less time

Click Link certificate from
RCauth.eu CA

Link certificate from RCauth.eu CA

We are fetching a proxy certificate from

BEGIN =»

—

the RCauth.eu CA via the Master Portal.

Please wait...

B Certificates

EGI / RCauth test Online CA

EGI/RCauth.eu test Online CA consent page

The Master Portal below is requesting access to your personal information and to act on your behalf.

If you approve, please accept, otherwise, cancel.

Details on which attributes are released, why, to whom, and how they are processed can be obtained from EGI.

E’! Remember

Yes, continue No, cancel

(X.509)

& www.egi.eu
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-esi Improved ORCID mtegratlon

Member ORCID API

Member API credentials enable
requesting permission from users
to read limited-access data on
their ORCID records (e.g. email)
through 3-legged OAuth P
authorization —— .

& www.egi.eu ¥ @EGI_elnfra 2020-11-02



-ecsi Service identities Service ID

What are they? @
(Y

A special kind of identity used by a
service/application/resource, not a person

« Example: “A portal needs to submit jobs/create VMs” i
e Associated with one or more persons = Service ID

owners \
 Comprises all the standard attributes of personal

identities, incl. (group) email address, plus
= 1i1sServiceUser attribute set to 1 (will be standardised in
upcoming AARC-G056)

* Can be given permissions (VO/group membership &
roles) to access the resources it needs
* Analogous to X.509 robot certificates Service ID Owners

& www.egi.eu ¥ @EGI_elnfra 2020-11-02




-eei Service identities

Roles & responsibilities

Service ID Owner “

 Manages Service ID credentials:

= Jogin & password
= X509 certificate

* Registers Service ID in one or more
VOs

Service ID Owner MUST be registered
as a regular member of the
services.aai.egi.eu VO (Perun)

Service ID Manager

* Creates Service ID (nderhe

services.aai.egi.eu VO) upon
request

* Assigns Service ID owners
* Removes Service ID

Service ID Manager MUST be registered
as a manager of the services.aai.egi.eu
VO (Perun)

& www.egi.eu | ¥ @EGI_elnfra 2020-11-02



Service identities
Registration procedure

https://perun.egi.eu/egi/registrar/?vo=services.aai.egi.eu

" P eruan Registrar BForm & Submitted registrations @ Sign out

Application for services.aai.egi.eu

Service ID Owner registers in
services.aai.egi.eu VO e L

& www.egi.eu ¥ @EGI_elnfra 2020-11-02


https://perun.egi.eu/egi/registrar/?vo=services.aai.egi.eu

(@)

Service identities
Registration procedure

https://ggus.eu/index.php?mode=ticket submit

Service ID Owner submits GGUs ticket:

Service URL (optional)

Friendly name of the Service ID

Contact email; it is recommended to
supply a group email address if the Service
ID is owned by multiple persons

Login name for the Service ID

One or more VOs associated with the
Service ID

One or more Check-in User IDs who will
be responsible for the Service ID

Use case description

Issue information

Date / Time of Issue 2020v || 0sv || 13v /]| 08V

! 26 v |UTC

* Subject ? Request of service account ‘

* Describe the issue ? @erwce URL(optional):

3365 charac(ers@nendly name of the Service ID:

loft @IJuntacl email:

ogin name for the Service ID:
@/0 associated with the Service ID:

ne or more Check-in User IDs
‘who will be responsible for

the Service ID:

escription of the use case for

the Service ID:
components centrally

www.example.service.com

exampleSrv

john.doe@example.com
exampleSrv

VOs supported at Example sites
<_ user_id__>@egi.eu

Automated operation of Example

[ 4

Concerned VO: ? other VO specific 2 @lyes ' no
Affected ROC/NGI
Affected site: ? please select v ’ -
* Ticket category Service Request v
Type of issue: 2 Operations N ' * Priority: ? | lessurgent Vv
Attach File(s) ] i Browse... | Nofile selected. i Browse... | Nofile selected.
(max. 2 MB pro File) Browse... | Nofile selected. Browse... | Nofile selected.
Routing information Expert option, please set this option only if you know wh:; S.
Notify SITE 2 v Assign to support unit ? | Check-in (AAI) v

& www.egi.eu ¥ @EGI_elnfra
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https://ggus.eu/index.php?mode=ticket_submit

cci Service identities

Registration procedure

https://perun.egi.eu/egi/gui

Service ID Manager: :”‘EP"" —
 Creates the new Service ID under the :=...&" mw"’

@ services.aai.egi.eu VO
Assigns Service ID Owners & o e

9 user

Name: Nicolas Liampotis gy
Role: VO MANAGER Logout

% Quick tools

5 Invite member... Invite person to become member of your Virtual organization.

© Add manager. Add new manager which can manage your VO in Perun.
© Create group... Create new group in your VO.
© Add member to resource.. Add selected member to specific resource (grant some type of access to Facility resources).

@ statistics

About: Perun web | License: BSD 2 | Support: perun@cesnet cz, Oniine help © CESNET, CERIT-SC 2011 - 2020, version: 3.9.4 mL D Jm’: 7]
(X ]

L]
am
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https://perun.egi.eu/egi/gui

cai Service identities
Registration procedure

https://perun.egi.eu/egi/gui

§ Perun web gui

c @

Name: Nicolas Liampotis | g

S . I D S . I D Role: VO MANAGER Logout
ervice Owner creates Service [FYSSSEEN £ prsv——— SE
t- | &2 Group manager Service O ———
redenti | (Sen co..: :
C e e a S 2 oo (Service) Example Service...: Change p...
2 Select identity Namespece: einfra
2 A
2 (Service) Example Service
e Username & password or e -
&l VO settings 24
A Re New password:
.o % Resources settings
e X509 certificate oy
& Publications 4 Retype new pass:
a Applications Password must
& Associated users a
« contain only printing (non-accented) characters
« be at least 10 characters long
) o consist of atleast 3 of 4 character groups
4 lower-case letters
upper-case letters
digits
special characters
Certificates
£ Resetpassword... | @ Cancel
fica 4
tifica
About: Perun web | License: BSD 2 | Support: perun@cesnet.cz, Online help © CESNET, CERIT-SC 2011 - 2020, version: 3.9.4 rev. be3d7 Settings: 1|
)

& www.egi.eu ¥ @EGI_elnfra 2020-11-02


https://perun.egi.eu/egi/gui

-ecsi Service identities

Registration procedure

https://aai.egi.eu/signup

Check-in

Service ID Owner registers the Service ID

Choose your aca demic/social accoun t

@ in Check-in - —
* Selects EGI Service Account Registry
|ldP
* Authenticates using Service ID
credentials

& www.egi.eu ¥ @EGI_elnfra 2020-11-02 n


https://aai.egi.eu/signup

-ecsi Service identities

Registration procedure

EGI User Community

Enrollment Flows

DO R
T oo 7
8 8 8

@ Service ID Owner registers the Service ID
in one or more VOs

vvvvvvvvvvvvvvvvvvvvvvvvv

& www.egi.eu ¥ @EGI_elnfra 2020-11-02



Statistics Plugin is used for
presenting statistics information
regarding
® Logins
o total
O per ldentity Provider
O per Service Provider
® Registered users
e Communities/Virtual

Organisations FY N

15175

Last 30 days Logins

https://aai.eqgi.eu/registry

L]
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https://aai.egi.eu/registry

Check-in Statistics

Logins

General login information

H o I \dentty Providers | SenviceProviders | Commenities —

Logins

323 1641 15353 55894

Todays Logins Last 7 days Logins Last 30 days Logins Last Year Logins

More info® Moreinfo© More info© More info®©

Overall number of logins per day

750
500

250

0
13 20 May 2020 18 June2020 15 July2020 13 August 2020 17 September 2020 October 2020 19 26
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Per Identity
Provider/Service
Provider login
information

Check-in Statistics

Logins

Overall number of logins per IdP

Overall number of logins per SP

structures for Research and Technology -

@ EGISSO
@ Google
@ |GTF Certificate Proxy

@ Karlsruhe Institute of Technology (K

@ Wageningen University & Research (WUR)
@ ORCID

saryk University

hes Elektronen-Synchrotron DESY
- National Institute for Nuclear Physics

@ EGI Check-in OpenlD Connect Relying Party (PHP Client...
@ EGI Chec
@ EGI Chec
@ EG! Operations Portal

@ CSB Utrecht

@ Grid Configuration Database (GOCDB)

@ EGI! Check-in OpenlD Connect Provider Proxy
@ EOSC Portal AAl Service

@ EGI Appli
@ OpenStack fedcloud endpoint at CESGA

@ Production OpenStack @ cloud.muni.cz

@ Global Grid User Support (GGUS) - Helpdesk
© PRIMAGE Kubemetes

in Service provider (SimpleSAMLphp Demo)

in Membership Registry

ions Database

12V

& www.egi.eu
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Check-in Statistics

Logins

Login information for specific date range

5‘ Filter »
/ Daily Basis

Number of Logins Weekly Basis
Monthly Basis
From: ‘ To: Filter » H, Yearly Basis .

‘ Export Search: |

ious ‘ 1B Next

.
& www.egi.eu ¥ @EGI_elnfra 2020-11-02 E



Identity Providers

Check-in Statistics

Detailed information about logins per Identity Provider in different views

(tiles, pie charts and datatable)

Identity Providers

334 1652

15364

Last 30 days Logins

55905

Todays Logins Last 7 days Logins Last Year Logins

Moreinfo® Moreinfo® Moreinfo® More info®

Number of logins per Identity Provider
Click a specific identity provider to view detailed statistics.

GR
@ EGISSO

@ Google

@ (GTF Certificate Prox,
@ Karlsruhe Institute of

chnology (KIT)
@ VWageningen University & Research (WUR)
@ ORCID

@ Masaryk University

@ Deutsches Elektronen-Synchrotron DESY
@ INFN - National In
@ EGI Foundation

e for Nuclear Physics

tional Infrastructures for Research and Technology -

Identity Providers
Show |10 v entries

https://authyale.edu/idp/shibboleth
https://idpxsede.org/idp/shibboleth
https://papi.kfki.hu/idp/shibboleth
https://shib.med.cornell.edu/idp/shibboleth
https://aai.egi.eu/wechat/sam|2/idp/metadata.php
https://shibidp.wsu.edu/idp/shibboleth

https://webauthwfunetwfu.edu/saml/saml2/idp/metadata.php

WUR http:/loginwur.nl/adfs/services/trust

https://idpvub.ac.be/idp/shibboleth

https://ssovito.be

24

23
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Check-in Statistics

Service Providers

Detailed information about logins per Service Provider in different views (tiles,
pie charts and datatable

Service Providers

334 1652

Todays Logins Last 7 days Logins

More info® More info©

Number of logins per Service Provider
Click a specific service provider to view detailed statistics.

Last 30 days Logins

More info©

55905

Last Year Logins

More info©

Gl Check-in OpenlD Connect Relying Party (PHP Clien.
heck-in Service provider (SimpleSAMLphp Demo)

Check-in Membership Registn
perations Portal

CSB Utrecht

nfiguration Database (GOCDB)

Check-in OpenlD Connect Provider Proxy

SC Portal AAl Service
Applications Database
ck fedcloud endpoint at CESG

on Openst
b3l Grid User Support (GGUS) - Helpdesk
@ PRIMAGE Kuber

cloud.mun

etes

A 4

Service Providers

Service Provider Name Service Provider Identifier Number of Logins 4
webdav-synergy.datakitedu ebdav-synergydatakitedu 24
CAP grycapim 467
U 2a298ed5-38f1-43bc-9c46-fbaal722978f 27
TR-FC1-ULAKBIM OpenlD 2e7b1880-9622-4922-9182-a5c0f 1f868d2 40
Terrascop Obfébe1b-415e-42de-ba0a-7ac1da374ef2 6
SentinelHub Development 6d83cc31-b396-4301-b743-3ecd797a1da2 66
Rock: €25d3bdf-14f5-4bbe-bacb-c736dd3e7708 1
RCauth Pilot Onlin https://vayfrcauth.eu/wayf 24
PY-ENMR £9441463-1533-424b-ad4c-39f137034eeb. 7
PSNC OpenStack - Labitaas 1e227e33-dode-4fbe-2983-857065670486 26
Showing 1to 10 of 118 entries Previous 1 2 3 4 5 12 Next

& www.egi.eu ¥ @EGI_elnfra




Registered Users

Information about registered users

Check-in Statistics

Registered Users

141

Total Registered Users

Last 7 days Registered Users Last 30 days Registered Users Last Year Registered Users

Number of Registered Users created per Period

Select Period: |yearly v

50
g N
=] 40
Z

4

3 30
g

S 0
5

g

2

5 10
3

Registered Users

From: To: Filter »

Number of Registered Users 4
2019 47
2018 35
2017 12

Showing 1to 4 of 4 entries

& www.egi.eu ¥ @EGI_elnfra




Check-in Statistics

Communities

Information about communities (Virtual Organisations) managed in Check-in
COmanage Registry

Communities Communities
rrrrr ‘ T Filt
Number of Communities created per Period
Select Period: | yearly
e =y
. C.eu
B 020 4
@ AMB
o«
£ 8
2 @ checkin-integration
S loud.grnet.
@ @ cloud.grnet.gr ot ;
° 4
2 @i
2
- ] @ cgus-
supporters.egi.eu
0
2018 9

& www.egi.eu ¥ @EGI_elnfra 2020-11-02 n



Check-in Statistics

Communities

Statistics per community

Statistics Per Community

Select Community:[vo.example.eu

vo.example.eu

Created: 2019-06-20 12:43:57
Example VO for testing purposes
Active Users: 12

Grace Period Users: 0

Suspended Users: O

& www.egi.eu
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Check-in

Coming soon

Improved end-user experience
= |dentity lifecycle management
o VO group management operations
o Identity linking (new implicit mode)
= |dP discovery (hinting)
Easier integration for SAML & OIDC services
and identity providers via the Federation
Registry tool
New technology options: Keycloak
Improved statistics
= Geo distribution of user logins
= Per VO service statistics

L]



Check-in: Identity Lifecycle Management

Membership Registry

(COmanage)
MasterPortal =
SSH Keys Perun

oo}



-eei Implicit identity linking

Triggered automatically when
one attribute (e.g. email) -or a
combination of attributes- of
one identity correlate to one or
more attributes of another
identity that is already
associated with a registered
user

e Can prevent an individual
from accidentally
registering distinct
identities

& www.egi.eu ¥ @EGI_elnfra 2020-11-02 n



Enables the secure ,
registration,

reconfiguration, and
deregistration of
federated service and
identity providers
Provides uniform
interface regardless of
the underlying protocol
(SAML vs OIDC)
Supports different AAI

Welcome

proxy technologies

Federation Registry

EGI AAI Service Registry

A gr

Copyright ©2016-2020

The EGI Checkin Service provides a secure web interface through which service operators can register their OpenID Connect and SAML based services.

Powered by RCIAM

(SimpleSAMLphp,
MITREid Connect,
SATOSA, Keycloak)

& www.egi.eu
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-esi Federation Registry

Service Lifecycle

RECONFIGURE
e A user interacts with a service by creatin
REQUESTCHANGES Registraﬁon% petitions y g
OWED|  pegistration | RECONRIGURE T == e A petition is a request to register
Chonges Reened reconfigure or deregister a service
Waiting Deployment e Petitions can be reviewed by users that
have reviewing rights
e I e A Reviewer can either approve, reject, or
) s request changes
eploye g
) ¢ S— e Once a petition has been approved the
deployment procedure is initiated
e When the deployment finishes new
ceconncone|  recomngorion | caseee | e Deresistration pending petitions can be created once again for
Changes Requested that SGI’VICG
U“.: & www.egi.eu ¥ @EGI_elnfra E



Service view

PERSONAL

Home / Manage Services

EGI AAI Service Registry

Federation Registry
Register a service: Create petition

Andrew Koza (End User) &

<= Y ShowfFilters « Search x
Details Controls
Client5 i
Lorem g elit. Aenean in ex in tellus cong Suspendisse Jm purus ante, in ornare leo egestas ut
Client 4, === ;

Lorem ipsum dolor sit amet. consectetur adipiscing elit. Aenean in exin tellus congue commodo. Suspendisse condimentum purus ante, in omare leo egestas ut.

Client 2 G2

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Aenean in ex in tellus congue commodo. Suspendisse condimentum purus ante,

Sam| 6 E=E@

in omare leo egestas ut

Lorem ipsum dolor sit amet, con ur adipiscing elit. Aenean in exin tellus congue commodo. Suspendisse condimentum purus ante, in omare leo egestas ut

Client 1€

Lorem ipsum dolor sit amet. consectetur adipiscing elit. Aenean in ex in tellus congue commodo. Suspendisse condimentum purus ante,

. inomare leo egestas ut

& www.egi.eu
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Home / Manage Services / New Service

Federation Registry
Register service: Create petition

P
e I
General | Protocol Specific
Servicename  Type sometning
Integration Environment Demo O
logo  ntips

Enter alogo URL

Description | Type something

Policy Statement

1. Fill General information and
then Protocol specific in the
second tab

General

Home / Manage Services / New Service

Select Protocol

Client D

Redirect URI(s)

Scope

Grant Types

2. Submit Form

3. Submission confirmed

General  Protocol Specific

& www.egi.eu | ¥ @EGI_elnfra

0IDC Service v

Type something [- ]
openid
email
profil
offline_

Your petition

Was submited succesfully and is currently pending approval

from an administrator
Continue

2020-11-02



-eel Federation Registry

Register service: Review petition

L . ) . L Filters
Once a petition is submitted users with reviewing
rights are notified via email to login to the Y HideFilters «  Searct x
platform and review it. Show Peinding Show Owned By Me AllEnvironments v
Home / Manage Services /
© Refresh Y HideFilters Search X
Show Peinding Show Owned By Me AllEnvironments v
Service Details Controls

I Oidc Service Regstationpending

https:/openid.net/i es/logo/openid-icon-1000x1000.png

Review Button

Service S;atus

= =

& www.egi.eu ¥ @EGI_elnfra 2020-11-02 n




-eel Federation Registry

Service History

® Users can also view the History of a service since it’s registration
e Each time a petition is reviewed a new snapshot of the service
configuration is added to History

I Oidc Service New G

Service Description

Date Type of Request Review Status

2020/M/01 < Access Configuration
Snapshot

2020/11/01 approved_with_changes

2020/11/01

.
& www.egi.eu ¥ @EGI_elnfra 2020-11-02 n



-esi Federation Registry

Users

Users according the default configuration can take one of three roles “End

n  u

User”, “Site-ops Manager” and “Admin”. These user roles grant users a set of
actions. Role are flexible and can be modified accordingly.

End Users Site-ops Manager Admin
e View own services e View own services e View all services
e Create Petitions to e Create Petitions to e Create Petitions
o Register a service o Register a service o Register a service
o Reconfigure a service o Reconfigure a service o Reconfigure a service
o Deregister a service o Deregister a service o Deregister a service
e Review petitions for e Review petitions

services they own

*A user can create petitions only for services they own & www.egieu | W @EGLelnfra mn



eci Federation Registry

User Authorization

User Entitlements

Entitlement regarding the service

urn:mace:egi.eu:group:service-
integration.aai.egi.eu:role=member#aai.egi.eu

e Users are authenticated .
using an Oauth2.0

urn:mace:egi.eu:group:service-
integration.aai.egi.eu:role=vm_operator#aai.egi.eu

authentication proxy S

A'Shargiyah University
] A*STAR - Agency for Science, Technology and Research
User roles are assigned -
AAF Virtual Home
aailab.maeen.sa
AAI@EduHr Single Sign-On Service

based on entitlements

Aalto University

" . y .
Aarhus School of Marine and Technical Engineering
I n C u e I l I u Se r S C a I l I I S Aarhus University

AARNet

Aha Teachers liniversity

Relation between .

entitlement and roles is
configurable T

(G o | [mmoren | o -
Can'tfind your identity provider?

A edurEAN asi 50

English ~ I | erms  privacy

Copyright © 2016-2020 | Check-in is an EGI service provided by GRNET, receiving funding from the EGI Foundation (EGI.eu) and the
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Check-in
EGI A OpenlD Connect Provider Proxy§DEV) requires that the information below is transferred.

Sumame  Kozadin
Given name  Andreas.

Display name  Andreas Hizadinos

Mail  andreasko etgr
Affliation at home organization  member @ Wflet-ha.admin gmet gr

Entitlement regarding the Service . mace.egi eu group service
integration.aai egi etcrole=member#aai egi.eu

um:mace-egi eu group:service-
integration.aai egi evrole=vm_operalor#aai.egi.eu
Identity assurance profile  htips:/asi egi ewloA#Substantial

Unique, ,  Tabaes61: bd24
persistent, pseudonymous user ID  11934@egi.eu

Username ~ akozadinos

Remember

Copyright © 2016-2020 | Check-in s an EGI service provided by GRNET. receiving funding from the EGI Foundation (EGI.eu) and the
project (Horizon 2020) under Grant number 777536 | Powered by RCIAM
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-eei Federation Registry

Service Ownership

e A service is owned by a group of users called owners group

e Members of the group can view and create petitions for that service.

e Users in an owners group can take one of two roles (Member,
Manager)

e Managers have control over group members, they can invite or remove
members

am
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-eei Federation Registry

Deployment Process

©

ARGO MESSAGING SERVICE
TOPICS [DEPLOVMENT AGENTS)
e OERATION RECISTRY [TOPICS ] DEPLOYMENT AGENTS
k Deployment ](
Results
i_oide_agent
JS | egl_ _ag

|—{ egi_oidc_services
'.,ug ) n ‘ d e -4 egi_saml_agent_1
@ I—{ egi_saml_services

-% egi_saml_agent_2

1) Federation registry sends message to AMS describing new service configuration
2) Deployment Agents pulls message and updates configuration

3) Deployment Agents sends deployment result to AMS

4) AMS sends deployment result to Federation Registry
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Federation Registry
Demos

e Review & approve service registration petition

» Review & approve service reconfiguration petition

e Review service reconfiguration & request changes

* |nvite user to service owner group

.
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http://drive.google.com/file/d/1X8HRE1aA_g0JbcgFMXnKtefvtVNvW73S/view
http://drive.google.com/file/d/1pCQXlIdmSilm7tAj8WnaL78USk3v63n1/view
http://drive.google.com/file/d/1gjK39s4Yo49kfYDEM2Mf3dYIpKI97JM_/view
http://drive.google.com/file/d/1YYX5GtKHH2Tz0-ssTyOw63fb8O1KrVoN/view

-esi Check-in: New technology options

Keycloak

Extend SAML support to properly
integrate with identity federations:

(®IAKEYCI

 Support federation metadata
import, validation and timely
refresh
 Enhance IdP discovery Ul:
= searching
=  multi-language support
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Keycloak

Extend Keycloak to support the
OpenlD connect federation
standard

Demonstrate interoperability
with other components/libraries
currently in development in the
context of the OpenlID
foundation

Check-in: New technology options

[ ] OpenlD Connect Federation 1.0 X +

< (¢ & openid.net,

R. Hedberg, Ed.
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OpenID Connect Federation 1.0 - draft 12

-federation-1_0

Abstract

The OpenID Connect standard specifies how a Relying Party (RP) can discover metadata about an
OpenID Provider (OP), and then register to obtain RP credentials. The discovery and registration
process does not involve any mechanisms of d ically ishing trust in the

information, but instead rely on out-of-band trust establishment.

In an identity federation context, this is not sufficient. The participants of the federation must be
able to trust information provided about other participants in the federation. OpenID Connect
Federations specifies how trust can be dynamically obtained by resolving trust from a common
trusted third party.

While this i ion is primarily targeting OpenID Connect, it is designed to allow for re-use by
other protocols and in other use cases.

Table of Contents

1. Introduction
1.1. Requirements Language
1.2. Terminology
2. Components
2.1. Entity Statement
2.2. Trust Chain
3. Metadata

i.l. RP Miladata

.
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Check-in Documentation

e Usage guide

* |ntegration guide for service providers

* |ntegration guide for identity providers

* Frequently Asked Questions

.
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https://wiki.egi.eu/wiki/AAI_usage_guide
https://wiki.egi.eu/wiki/AAI_guide_for_SPs
https://wiki.egi.eu/wiki/AAI_guide_for_IdPs
https://wiki.egi.eu/wiki/AAI_FAQ
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Thank you
for your attention.

Questions?
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