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The amount of companies and DataCenters that handle large volumes of data using Computer Information
Systems are constantly growing. Besides, the computing infrastructures become more complex integrating
different types of architecture (HPC, Cloud Computing, GPU, low-latency networking, etc). In addition, hun-
dreds or thousands of users sharing the same resources make the systems more vulnerable. Whenever a
security issue arise due to an internal or external access, the consequences can be very serious for both sup-
pliers and the customers sharing resources. In the worst case, this may cause the partial or total loss of data.
Furthermore, the cybercriminals use new techniques that require complex security systems with many ser-
vices involved, which become more difficult for the system administrators to manage. The use of monitoring
systems and its continuous update are intended for controlling the network traffic at real time as well as
avoiding the complex and unknown threats.
Intrusion Detection Systems (IDS) play an important role in a Datacenter with the purpose of generating
alerts at the moment when a malicious event arises. By this way, the system administrator can immediately
react to know what services are vulnerable. However, the system generates alerts based on known rules and
it is not capable of detecting and classifying the anomaly traffic causing the administrator unaware of the
attack. In recent research, the IDS are complemented with other tools and techniques of Machine Learning to
allow the analysis and post-processing of those events. Supported by high-distributed and high-performance
computing, the integration of those tools makes the processing of the data in real time as well as the detection
of anomaly events as quickly as possible.
This presentation will introduce the most used IDS as well as a description of our current deployed archi-
tecture based on Suricata. Apart from that, a high-distributed and high-performance computing prototype
architecture will be presented, where different tools of fault-tolerant message systems ( like kafka) and pro-
cessing systems like Spark Streaming, Hadoop and Data Lakehouses are integrated to collect the data from
the IDS and transform it into a more efficient type of data automatically. This architecture will allow the post-
processing of the traffic packets as well as the anomaly events using ML techniques to make a fast detection
and correct classification of the anomaly events by the IDS.
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