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Federated Identity for non-web resources
Broad usage of OpenID Connect
Complex workflows
Lack of functionality for Windows

Example: SSH Key Management
Risks of untracked and unmanaged SSH Keys
90% of keys are no longer used [14]

Motivation

16.10.20214

[2]

[3]



Steinbuch Centre for Computing - SCCDmytro Dehtyarov – OpenID Connect Support for SSH under Windows 

Motivation

16.10.20215

private/public keys

SSH

Identity Provider

Access Tokens!
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High-Level: Integrate OIDC with SSH (client-side) under Windows 
Port oidc-agent to Windows 
Provide API for oidc-agent under Windows
Extend Putty for OIDC access token based authentication

Goals
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Windows Subsystem for Linux 2 
No changes to source code 
Not user-friendly

Build natively
Rewrite platform-dependent code (IPC, pthreads, etc)

POSIX emulation layer – Cygwin, MSYS
Moderate changes to source code
Semi-native approach
Build with ‘make’
Build & Installation script provided

Considered strategies
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Github
https://github.com/indigo-dc/oidc-agent/tree/windows

Demo

oidc-agent on Windows
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oidc-agent on Windows
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liboidc-agent available for C, Python, and Go
Reimplemented IPC using winsock
Compiled using mingw-w64 (MSYS2 or cross-compile on Linux)
Following endpoints available:

getAccessToken
getAccessTokenForIssuer
getLoadedAccountsList

Native liboidc-agent API library
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High-Level Architecture
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Putty

1. Obtain access token 

IdP

2. OIDC 
Workflow

(Refresh access token) 
3. SSH

OIDC-capable 
SSH Server *

* “Federated access for SSH with OpenID Connect” by Diana Gudu, today at 16:30
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Server*:
SSH server with pam-ssh-oidc
Mapping daemon motley_cue
No modification of ssh server

Client:
Modified Putty
Utilizes oidc-agent
Keyboard-interactive authN
No modification of ssh protocol

OIDC Based Authentication for Putty
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Available for:
Putty
Plink
PSFTP
PSCP

Successful Proof of Concept

Built with mingw-w64
Windows (MSYS2 – mingw32)
Cross-compilation on Linux

OIDC Based Authentication for Putty
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Git:
https://git.scc.kit.edu/m-team/putty/-/tree/oidc-support

Demo

oidc-agent on Windows
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oidc-agent on Windows
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Ported oidc-agent to Windows
Provided native API library
Putty with OIDC 

Installer for oidc-agent
API extension & GUI for oidc-agent

Provide OIDC support for Putty under supported compilers
Clang
MSVC
LCC

OIDC support for other applications, e.g. MobaXterm

Summary & Outlook
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Thank you for attention

Contact: m-contact@lists.kit.edu

https://indico.egi.eu/event/5464/contributions/15659/
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