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Security Monitoring in EGI 

• Detection of weaknesses or vulnerabilities 
– Done by CSIRT, alarms raised when necessary 

– Monitoring reactions to CSIRT advisories, alerts 

• Run in parallel to other monitoring, following 
the same principles and tools 
– Only public interfaces utilized 

• “non-intrusive” monitoring, e.g. no 
exploitation 
– false-positives may appear 

 



Nagios 

• Service maintained by GARR 

• Probes mostly by CESNET 

– https://github.com/ARGOeu/secmon-probes 

• Standard EGI installation of “Nagios” 

• Results consumed by Security Dashboard 

• Periodic run of probes to Ces 

– Some probes are “chained” together, esp. 
mitigation checks 
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Security Dashboard 

• Part of EGI Operations Portal 

• Collects and stores monitoring information 

– https://secmon.egi.eu/probe_definitions.xml 

• Sends notification 
on critical problems 

https://secmon.egi.eu/probe_definitions.xml


Patch monitoring 

• Pakiti 

– Developed and maintained by CESNET 

• https://github.com/CESNET/pakiti-server/ 

– Pakiti v3 

• Better performance, easy installation, integration with EGI  

• Pakiti in EGI 

– Complete switch to Pakiti v3 

– Some bugs and issues addressed lately 

– Basic log processing 
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https://pakiti.egi.eu/stats/ 



Plans 

• Mainly support and maintenance 

• “Monitor the monitoring” 

• Addressing patches in post-CentOS era 


