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@&l How to secure access to your service with Check-in
Supported Authentication (AuthN) & Authorisation (AuthZ) Standards

 EGI Check-In can secure access to
services using different protocols:

. OAuth 2.0 / OpeniD C ¢
u / OpenID Connec I —
(OIDC)
« SAML (Security Assertion Markup

Language)
e X.509 Certificates
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@&l How to secure access to your service with Check-in

Integration Workflow

» To integrate your service with Check-in, you need to submit a
registration request through the Federation Registry

* The integration follows a two-step process:

Step 1. Register your service and test integration with the Demo
Instance of EGI Check-In

o Note: Register with the Development instance to test new features
of Check-In that are not available in production yet

Step 2. Register your service with the Production instance of EGI
Check-In to enable Check-In users in production to access your
service
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https://aai.egi.eu/federation

@ai How to secure access to your service with Check-in

Integration Environments

e Used for Production-ready Services e Used for Services in Production

e Supports all academic & social login e Supports all academic & social login
options options

e Service registration / e Service registration /

reconfiguration requires approval by reconfiguration requires approval.
Operators: o Review of technical parameters

o Review of technical parameters o Review of policy aspects

DEVELOPMENT

e Used for testing experimental
features

e Supports limited login options

e Service registration /
reconfiguration can be
self-approved by service owners
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Federation Registry

How do | register
my service?
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@&l How to secure access to your service with Check-in

Introduction to the Federation Registry

 Enables the secure
registration, reconfiguration, &
° ° ° EGI Federation Registry
and deregistration of service
o Welcome
p rOV I d e rS The EGI CheckIn Service provides a secure web interface through which service operators can register their OpenlD Connect and SAML based services.

* Provides single access point |
for managing services

regardless of the underlying —
penstack
protocol (OpenlD Connect vs

: B IN2P3-IRES OpenStaCk Keystone server at IN2P3-IRES (IPHC) b e
S A M L % - : Acceptable Use Policy
) SCIGNE

* Supports different AAl proxy i el Community Forum e e
technologies (Keycloak, —
SimpleSAMLphp, MITREId

Connect)
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@&1 Federation Registry

General guidelines

* Log into

https://aai.egi.eu/federation

* Select “Manage Services” —
“New Service”

Federation Registry

O &

MAIN

Manage Services

PERSONAL
Invitations

User Information

FEDERATION

All Services

©3 Private browsing

o7 Q, Search <~ B —

eci
EGI Federation Registry

Home / Manage Services

Service Details

No services to display...

(0 Total Services)

A gr

- English Copyright ©2016-2023

Nicolas L (End User) &~

Y Show Filters - Search X

Controls

Support

Documentation

Copyright ©2016-2023 | Check-in is an EGI service provided by GRNET, receiving funding from the EGI Foundation (EGl.eu) and the EGI-ACE

project (Horizon 2020) under Grant number 101017567 | Powered by RCIAM

S ——————
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https://aai.egi.eu/federation
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* In the “General” tab fill In the
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Federation Registry

General guidelines

required information about

your Service.

e Select “Demo” as the
“Integration Environment”.

In the “Protocol Specific”
tab configure the Service
options (more info later on).

Select “Submit”
Wait for review process
Test!

Invitations

General Protocol Specific

User Information

Service name " EGI Conf 2023 Demo Service

FEDERATION

All Services Human-readable application name. (This information will be shown in the Consent Page)

Integration * ‘Demo "}

Environment

Logo https://cdn.egi.eufapp/uploads/2023/01/EGI-2023-Save-the-date-Social-post.png

URL that points to a logo image. (Logo will be displayed in the Consent Page)

SN Conference
&I 2023

v o} S R iy
AR HRuE R
- . ( ll L
28 ll’h'
a¥ HE ug
19 - 23 June, 2023 Save the

Novotel Poznan Date
Centrum, Poland

"

www.egi.eu
#EGI2023

Service Website URL https://www.egi.eu/event/egi2023/

Website URL for information about the service (This information will be shown in the Consent Page)

Description * Demo service for EGI Conf 2023

e ————————
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Federation Registry

We're a team, how can
we manage our service
collaboratively?



Federation Registry

Managing Service Owners

e A service is owned by a group of users
called owners group

e Usersinan owners group can take one
of two roles:
o Member
o Manager

e Both Members & Managers can view
and create reconfiguration requests
for that service.

e Managers have control over group
members, and can invite or remove

Group Members

Username Email Group Manager

akoza koza-sparrow@hotmail.com

Group Invites

Username User Email Manager Sent to

Not linked to account andreaskoza@admin.grnet.gr

Invitation was sent successfully to: andreaskoza@admin.grnet.gr

Send Invites

andreaskoza@admin.grnet.gr

Action

Invitation Date

2021-04-23

Member :l Send Invite

users

This is for the federation registry

Dey Federation Registry Portal &=k

Manage Owners

Copy Service
Deregister Service

Manage Owners

View History
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Federation Registry

How can | view the
nistory of my service
configurations?



@al Federation Registry

Service configuration history

e Service owners can view the History of their services
e Each time a petition is reviewed a new snapshot of the service configuration is added to

History

View Owners

d.‘ Oidc Service New EEE

Service Description
View History

Date Type of Request Review Status
2020/11/01 Registration Request Access Configuration

Snapshot

N e I S ¥ g AVERRHRI Y

|~.7" .5-_ -\l v - —
A0pDrove F’ th_changes

) - - ). -8: -~ "VA ,"\J uc . Al

.

2020/11/01

2020/11/01
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Federation Registry

How to enable my
service Iin production?



@&l Federation Registry

Enabling service in production

» Use “Copy Service” option to copy
the SerViCe ConﬁguratiOn frOm Home / Manage Services / View Service
current testing Integration

. . p " General Protocol Specific
Environment (typically “Demo”) to
i P rOd U CtiO n" Service name Client 5
® Update the endpoints Conﬁgured in Human-readable application name

your application accordingly ntegration | Development v
Environment \

e E.g. https://aai-demo.egi.eu/..

— https://aail.egi1.eu/.. When viewing
the service
Client 5 &2
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Aenean in ex in tellus congue commodo. Copy Service More Service Options
Suspendisse condimentum purus ante, in ornare leo egestas ut. Deregister Service Dropdown Menu

Manage Owners

Client 4 View History

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Aenean in ex in tellus congue commodo.
Suspendisse condimentum purus ante, in ornare leo egestas ut.
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Authentication works!
How do | control
access?



@&l How to secure access to your service with Check-in

Authorisation

1. Attribute-based authorisation

= VO/Group membership and role information
= GOCDB roles

= |dentity Assurance information

= Affiliation with home organisation

2. Capability-based authorisation

= Resources a user is allowed to access
=  QOptional list of specific actions the user is entitled to perform



&l Attribute-based Authorisation

VO/Group membership and role information

e Allows services to control access to resources based on information
about the VO/groups a user is a member of

* One or more values encapsulated in:
= eduPersonEntitlement attribute (SAML)
= eduperson entitlement claim (OIDC)

e Each value formatted as a URN — AARC-G002

_________________________________________________________________________________________________________________________________________________________________
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https://aarc-community.org/guidelines/aarc-g002/

@al Attribute-based Authorisation

VO/Group membership and role information

 Example values:

____________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________

_____________________________________________________________________________________________________________________________________________________________

N J N / N J
NAMESPACE VO GROUP ROLE GROUP-AUTHORITY
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@al Attribute-based Authorisation

Assurance

Based on the authentication method selected by the user, EGI Check-in
Proxy assigns a Level of Assurance (LoA):

 Low: Authentication through a social identity provider or other low
identity assurance provider: https://aali.egi.eu/LoA#Low

e Substantial: Password/X.509 authentication at the user's home IdP:
https://aal.egil.eu/LoA#Substantial



@al Capability-based Authorisation

 (Capabilities can be used to convey authorisation information to
services in a compact form

* One or more values encapsulated in:
= eduPersonEntitlement attribute (SAML)
= eduperson entitlement claim (OIDC)

* URN syntax — AARC-G02/

- <NAMESPACE>: res : <RESOURCE>[ : <CHILD-RESOURCE>]. . .
[:act:<ACTION>[,<ACTION>]...]#<AUTHORITY>

________________________________________________________________________________________________________________________
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https://aarc-community.org/guidelines/aarc-g027/

@al Capability-based Authorisation

 Example value: o

@ @ B egi.eu K LX) Search

-
B
-
=
QU
N
M
M
0Q
j=to
M
-
R
M
W
0Q
O
N
Q.
S
==
Q
Q)
j=to
M
oQ
p=do
M
-

. J \_ ) Check-in
V w_/ V Grid Configuration Database (GOCDB) requires that the information below is transferred.
N A M E S PAC E R E S 0 U RC E A U T H 0 R I TY Identity assurance profile https://aai.egi.eu/LoA#Substantial

Unique, non-reassignable, ab690013949a22a64ec41dea2c249d6907e862d043a6cab34f7cffe21003
persistent pseudonymous EGI ID dc5f@egi.eu

UserID nliam

Distinguished name /DC=org/DC=terena/DC=tcs/C=GR/O=Greek Research and Technology
Network/CN=Nicolas Liampotis nliam@grnet-hq.admin.grnet.gr

Entitlement regarding the service

Remember

NO, CANCEL
fgq\’ gr - Terms  Privacy

English a
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-------------------------------------------------------------------------------------------

o Login requires a GOCDB entitlement https://wiki.egi.eu/wiki/URN_Registry:aai.egi.cu:gocdb

« Please, logout or restart your browser and attempt to login again using an identity provider that provides a GOCDB entitlement

urn:mace:egi.eu:res:gocdb#aai.egi.eu | i

NAMESPACE RESOURCE AUTHORITY

So what if | don’t have =l
a capability?
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OIDC & OAuth 2.0 In
action!



@&l How to secure access to your service with Check-in
Testing OIDC/OAuth 2.0 flows

* Download oauth tools config:

https://go.egl.eu/oauthconfi
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https://go.egi.eu/oauthconfig

@al How to secure access to your service with Check-in
Testing OIDC/OAuth 2.0 flows

OAuth Tools X +

c QO B nttps://oauth.tools

OAUTH TOOLS

EGI Check-in (Demo) v

e Go to https://oauth.tools Code Flow

» Select “Import” option from
side menu and select
egi-demo-oauth-config.
json

| USERINFO

LOGOUT

e Configure your client with the following redirect URI:

https://oauth.tools/callback/code » [§{

c Settings
egiconf23-demo Enter Client Secret © Q

Start flow to show tokens
openid X voperson_id X email X profile X

eduperson_entitlement X

Add Claims

Use PKCE

JWT Secured Authorization Request (JAR)

Pushed Authorization Request (PAR)

v OPENID SETTINGS
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https://oauth.tools

@ai How to secure access to your service with Check-in
Testing OIDC/OAuth 2.0 flows

Import Application State

Import an existing configuration, including environments, collections, and other settings.

e Go to https://oauth.tools b e I

» Select “Import” option from
side menu and select :
egi-demo-oauth-config. | | Drag and drop il here
json g OR

- Select “Upload” B Sl

(egi-demo-oauth-config 0. son)

___________________________________________________________________________________________________________________________________________________

° Merge Replace Override Cancel Upload

» IMPORT FROM URL
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https://oauth.tools
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@&l How to secure access to your service with Check-in
OIDC/OAuth 2.0 flows

 Public client using AuthZ Code Grant with Proof Key for Code
Exchange (PKCE)

* Device AuthZ Grant
* Retrieve User Profile information from Userinfo endpoint
* Resource Server using Token Introspection
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@ai OIDC/OAuth 2.0 flows

Public client using AuthZ Code Grant with Proof Key for Code Exchange (PKCE)

 Why PKCE?

* Public clients (i.e. no Client Secret) using the Authorization Code Grant
are susceptible to the authorisation code interception attack

* Use cases:
» Single-page applications
o Source Is avallable to the browser — Cannot securely store a Client Secret
* Native applications:

o Decompiling the app will reveal the Client Secret — Cannot securely
store a Client Secret

o Custom URL scheme for redirects — Malicious applications can receive
an Authorization Code from the Authorization Server.
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ls my service ready
for production?



@al How to secure access to your service with Check-in

Checklist for production

» User attributes
» User identifier — voperson_id scope/claim or voPersonID SAML attribute?
* Are these attributes described in your privacy policy?
* Authorisation:
* Thoroughly test Attribute- or Capabillity based access control model
* Error Handling for Access Denied
» User consent:

« Check information (service name & description, Privacy policy & AUP, Support
contact) shown to end-users

* Endpoints:
» Check that protocol endpoints are properly protected with TLS / SSL certificates
« OIDC/OAuth 2 specific:
* Does your client retrieve Check-in's OP configuration based on
issuer + /.well-known/openid-configuration (see OpenlD Connect

DISCOVGF¥)
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https://openid.net/specs/openid-connect-discovery-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html

check-In@egl.eu

Let's talk. Or
meet In person
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