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Open Policy Agent (OPA) is an open-source, general-purpose authorization engine that provides a high-level
declarative language, called Rego, which allows the expression of policies as code, using a combination of
data manipulation and logical operators. OPA takes policy decisions by evaluating the query input against
policies and data. The OPA RESTful APIs allow the service to be integrated into any application, making it a
versatile tool for authorization and access control.

One of the main advantages of using OPA is its performance optimization capabilities. The OPA policy evalua-
tion engine is designed to handle large volumes of requests, making it an ideal choice for the Grid middleware.
Additionally, the OPA caching mechanism allows it to minimize the number of policy evaluations, further im-
proving performance. Moreover, the OPA declarative approach to policy management allows for a more
intuitive and straightforward policy development process.

With this contribution, we want to highlight the potential of this framework in the context of our Grid middle-
ware and to illustrate how we are exploring the use of OPA in two use cases: to implement the authorization
rules defined in the WLCG JWT profile for StoRM Tape and StoRM WebDAV, and to replace the home-made
scope policy engine within INDIGO IAM. The appropriate comparison in terms of performance and compli-
ance between the previous solutions and those based on OPA will also be illustrated.
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