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Provenance introduction

• Provenance: the historical record of data from its original sources

• Provenance and reproducibility are key requirements for analytics workflows 

in Open Science contexts 

• Provenance management is crucial for large-scale experiments

o Lots of data from the modelling and observational climate communities

o Need for managing lineage information at different levels of granularity

• Complete provenance record can enable reproducibility scenarios

• Reproducibility fosters re-usability → FAIR guiding data principles



Multi-level provenance management

• The increasing complexity of data analysis workflows leads to different needs with respect 

to provenance management:

o Coarse-grained, regarding the overall set of tasks in a workflow

o Fine-grained, regarding in-depth details of a specific task (micro-provenance)

• Multi-level provenance management addresses the challenge of navigating and exploring 

the provenance space across multiple axes

o Multi-level navigation: from one level to another, drilling-down into a specific task

o Provides and limits provenance information to the requested level



W3C PROV (family of) standards

«Provenance is information about entities, activities, and people involved in producing a 

piece of data or thing, which can be used to form assessments about its quality, reliability 

or trustworthiness»

https://www.w3.org/TR/prov-overview/

PROV-DM is the conceptual data model 

forming a basis for the W3C PROV 

family of specifications.



yProv project

An interoperable service and a rich ecosystem of tools and libraries 

Co-PIs: S. Fiore (UniTrento) and F. Antonio (CMCC)

• Tracking provenance metadata in 

complex AI-based scientific workflows

• Expand documentation of experiments

• Foster provenance exploration and

analysis opportunities

G. Padovani et al., “A software Ecosystem for Multi-Level Provenance Management in Large-Scale Scientific Workflows for AI Applications”, 19th Workshop on 

Workflows in Support of Large-Scale Science, co-located with The International Conference for High Performance Computing, Networking, Storage, and Analysis (SC24)



yProv Service

A lightweight and interoperable service for provenance management within end-to-end 

scientific workflows

• Multi-level provenance management 

support

• Back-end based on graph data model 

• Interoperable interface and W3C 

PROV compliance

Level 1

Level 2

Level 3https://github.com/HPCI-Lab/yProv

S. Fiore, M. Rampazzo, D. Elia, L. Sacco, F. Antonio and P. Nassisi, “A Graph Data Model-based Micro-Provenance Approach for Multi-level Provenance Exploration in 

End-to-End Climate Workflows”, in 2023 IEEE International Conference on Big Data (BigData), Sorrento, Italy, 2023, pp. 3332-3339, doi: 10.1109/BigData59044.2023.10386983



yProv architecture

• 3 components

o Web Service front-end

o Graph database engine back-end (Neo4J)

o Command Line Interface 

• Authentication/Authorization

o Based on JSON Web Token (JWT)

• RESTful API

o Easy way to interact with the service and 

manage PROV information

yProv CLI



yProv API

• 5 resource classes: 

o document, entity, activity, agent, relation

• One-to-one association between document and 

graph database 

• Isolation with respect to the provenance 

management of different experiments

• Main operations allowed:

o CRUD: Create, Read, Update, Delete

o User registration & authentication

o Permissions management
yProv API and mapping 

with HTTP verbs



yProv CLI

• An easy-to-use tool for 

interacting with the yProv Web 

Service front-end

• Python wrappers to the 

RESTful API calls

https://github.com/HPCI-Lab/yProv-CLI

export YPROV_ADDR=<yProv service address>

export YPROV_PORT=<yProv service port>

yprov-cli auth register --user <username> 

--password <password>

yprov-cli auth login --user <username> 

--password <password> → TOKEN

export YPROV_TOKEN=<token>

yprov-cli documents create --doc-id pta 

--file pta.json

yprov-cli documents subgraph --doc-id pta 

--e-id <node id>



Cloud-based yProv version

• yProv components handled as Docker 

containers for easy deployment and orchestration 

on a cloud infrastructure

• Kubernetes for managing containerized 

workloads and services

• IM (Infrastructure Manager) tool for provisioning 

and configuring resources

• TOSCA template for describing the service, its 

components and the orchestration process  

➢ Towards an integration into the EOSC ecosystem

Infrastructure 

Manager (IM)

yProv service 

template

yProv Neo4J

Cloud 

Infrastructure

Kubernetes cluster



yProv & IM dashboard

https://im.egi.eu/im-dashboard/
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yProv4WFs

A Python library for standard workflow provenance tracking

• Data model defining 5 different concepts: 

o Node, Task, Workflow, Data, Agent

• Provenance information collected at runtime 

o Overall workflow metrics

o Metrics related to ach specific task

• Support to different Workflow Management Systems: 

e.g., Streamflow, Cylc, ecFlow (in progress)



Prov4WFs: a simple test case with multi-level outputs

Drill-down

Level 0 Level 1

Drill-down



yProv4ML

A Python library for for tracking provenance in ML processes

Goal:  tracking W3C PROV-compliant provenance within AI 

processes jointly with a set of key metrics, across runs and epochs



yProv Explorer (alpha version)

Graphical prov exploration

Textual prov exploration



AI-based pipeline for Climate Extremes

• Integration within Tropical 

Cyclones DT from interTwin

• ENES Data Space used as 

development platform

• Provenance tracking performed 

throughout the overall pipeline as 

well as the specific AI training task

• Valuable in terms of 

documentation and energy-

related metrics



Conclusions and future work

Conclusions 

• Multi-level approach for a more structured/modular provenance management in climate 

workflows

• Interoperable service and a rich ecosystem of tools and libraries (yProv4ML, yProv4WFs, 

yProvExplorer)

Future work

• Broader exploitation within EOSC-related projects (e.g., interTwin, EOSC Beyond)

• Service enhancement to include data-driven scenarios, new metrics and advanced use cases

• Enhancement of the UI for searching, navigating and exploring provenance graphs

• Sustainable approach with new proposals submitted or under preparation
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