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Provenance introduction

 Provenance: the historical record of data from its original sources

 Provenance and reproducibility are key requirements for analytics workflows

iIn Open Science contexts
 Provenance management is crucial for large-scale experiments
o Lots of data from the modelling and observational climate communities
o Need for managing lineage information at different levels of granularity
« Complete provenance record can enable reproducibility scenarios

» Reproducibility fosters re-usability — FAIR guiding data principles



Multi-level provenance management

* The increasing complexity of data analysis workflows leads to different needs with respect

to provenance management:
o Coarse-grained, regarding the overall set of tasks in a workflow
o Fine-grained, regarding in-depth details of a specific task (micro-provenance)

* Multi-level provenance management addresses the challenge of navigating and exploring

the provenance space across multiple axes
o Multi-level navigation: from one level to another, drilling-down into a specific task

o Provides and limits provenance information to the requested level



W3C PROV (family of) standards

«Provenance is information about entities, activities, and people involved in producing a

piece of data or thing, which can be used to form assessments about its quality, reliability

\or trustworthiness» )
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yProv project
An interoperable service and a rich ecosystem of tools and libraries

- Tracking provenance metadata in

OO

complex Al-based scientific workflows

yProv
o Project

O S ’

Co-Pls: S. Fiore (UniTrento) and F. Antonio (CMCC)

cmcCC

Centro Euro-Mediterraneo
sui Cambiamenti Climatici

- Expand documentation of experiments
- Foster provenance exploration and

analysis opportunities ®

G. Padovani et al., “A software Ecosystem for Multi-Level Provenance Management in Large-Scale Scientific Workflows for Al Applications”, 19th Workshop on

Workflows in-Support of Large-Scale Science, co-located with The International Conference for High Performance Computing, Networking, Storage, and Analysis (SC24)



yProv Service

A lightweight and interoperable service for provenance management within end-to-end

scientific workflows

« Multi-level provenance management

support
- Back-end based on graph data model

« Interoperable interface and W3C

PROV compliance

https://github.com/HPCI-Lab/yProv
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Level 3

S. Fiore, M. Rampazzo, D. Elia, L. Sacco, F. Antonio and P. Nassisi, “A Graph Data Model-based Micro-Provenance Approach for Multi-level Provenance Exploration in

End-to-End Climate Workflows”, in 2023 IEEE International Conference on Big Data (BigData), Sorrento, Italy, 2023, pp. 3332-3339, doi: 10.1109/BigData59044.2023.10386983 Q CIT'IOC



yProv architecture

yProv CLI

3 components

CI F O o Web Service front-end

o Graph database engine back-end (Neo4J)

\ i o Command Line Interface
AuthN/AuthZ |

Authentication/Authorization

Prov API
: o Based on JSON Web Token (JWT)
Web Service front-end ﬁ
l « RESTful API
.Neodj

Graph database o Easy way to interact with the service and

back-end

manage PROV information




yProv API

5 resource classes:
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yProv CLI

* An easy-to-use tool for export YPROV ADDR=<yProv service address>
interacting with the yProv Web export YPROV_ PORT=<yProv service port>
Service front-end yprov-cli auth register --user <username>

--password <password>

« Python wrappers to the

RESTful API calls yprov-cli auth login --user <username>

—--password <password> — TOKEN

export YPROV TOKEN=<token>

_ Prov
jl.- N Y “————  GraphDB

yprov-cli documents create --doc-id pta

--file pta.json

yprov-cli documents subgraph --doc-id pta

https://github.com/HPCI-Lab/yProv-CLI

-—e—-1d <node id>




Cloud-based yProv version o

yProv components handled as Docker
containers for easy deployment and orchestration

on a cloud infrastructure

Kubernetes for managing containerized

workloads and services

IM (Infrastructure Manager) tool for provisioning

and configuring resources

TOSCA template for describing the service, its

components and the orchestration process

Towards an integration into the EOSC ecosystem

interTwin

——| yProv service
template

Infrastructure l:,.
Manager (IM) Infrastructure

Kubernetes cluster

yProv Neo4J

Cloud
Infrastructure




yProv & IM dashboard o

interTwin

Deploy a Kubernetes Virtual Cluster + yProv

https://im.egi.eu/im-dashboard/

Description: Deploy a Kubernetes Virtual Cluster,
TOSCA template for launching yProv service on top of a Kubernetes Virtual Cluster.

ESI " IM Dashboard Infrastructures Advanced ~ External Links ~ ;}:ﬁg Fabrizio Antonio ~ Infrastructure Name
- yProv service
=
| SNg| 25 (55
Node-RED =2 d S et FE Features WNs Features Kubernetes Data yProv
Cloud Provider Selection
Deploy a Helm Chart on top Deploy Apache Airflow on Download fileina
of a Kubernetes Virtual top of a Kubernetes Virtual Kubernetes PVC

Cluster Cluster Neodj username

neodj

g Apache Neodj password
Airflow crrees

Neodj license type

YA
HELM
A

. eval
Database Information

Deploy yProv service

neodj plugins to be enabled (remember to escape quotes with backslashes)
TOSCA template for launching yProv service
on top of a Kubernetes Virtual Cluster.

Use database [\"apoc\", \"graph-data-science\"]

Match (n)-[r]l=(m) Return n,r,m Neodj storage capacity
100Mi

Node labels

Relationship types

Dynamic DNS

UNIVERSITAT
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g >

Property keys
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A Python library for standard workflow provenance tracking

yProv4WFs

Data model defining 5 different concepts:
o Node, Task, Workflow, Data, Agent
Provenance information collected at runtime
o Overall workflow metrics
o Metrics related to ach specific task

Support to different Workflow Management Systems:

e.g., Streamflow, Cylc, ecFlow (in progress)

Node

-id : string

-name : string
-end_time : Date
-start_time : Date
-agent : Agent
-status : string
-level : string

Agent

+start()
+end()
+duration()

-id : string
-name : straing
-acted_for : List<Agent>
-attributed _to :
List<Data>
-associated_with :
Lest<Node>

+set_agent()
+set_level()

+set_acted_for()

‘ |

Workflow

-num_tasks : int
-engineWFMS : string
-task_done : int
-task_failed : int
-inputs : List<Data>
-outputs : List<Data>
1— -tasks : List<Task>
-type : string
-resource_uri : string

+add_task()

’I

has/generates

{

Task
connected_with

-outputs : List<Input/Output> |

-inputs : List<Input/Output>

-prev : Task ——

-next : Task

+add_input() 1.2

+add_output()

+set_prev()

+set_next() Data
-id : string
-name : string
-type : FileType

-producer : Node
-consumer : Node
-agent : Agent

+add_input()
+add_output()
+to_prov()
+prov_to_json()

————

1

-0."— newformat: FlleType)
+set_producer()
+set_consumer()
+is_input()
+is_output()
+set_agent()

+changeType(exformat: FileType,

|0.»—has/generates




Prov4AWFs: a simple test case with multi-level outputs
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yProv4 ML

A Python library for for tracking provenance in ML processes

Goal: tracking W3C PROV-compliant provenance within Al

processes jointly with a set of key metrics, across runs and epochs
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yProv Explorer (alpha version)
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Al-based pipeline for Climate Extremes , © _
interTwin

* Integration within Tropical

Cyclones DT from interTwin

« ENES Data Space used as

development platform

* Provenance tracking performed

throughout the overall pipeline as

well as the specific Al training task
* Valuable in terms of =
documentation and energy- A | PSS B S MR — —

related metrics



Conclusions and future work

Conclusions

 Multi-level approach for a more structured/modular provenance management in climate
workflows

* Interoperable service and a rich ecosystem of tools and libraries (yProv4ML, yProv4WFs,
yProvExplorer)

Future work

« Broader exploitation within EOSC-related projects (e.qg., interTwin, EOSC Beyond)

« Service enhancement to include data-driven scenarios, new metrics and advanced use cases

« Enhancement of the Ul for searching, navigating and exploring provenance graphs

« Sustainable approach with new proposals submitted or under preparation

Moreover, this work was partially funded under the National Recovery and Resilience Plan (NRRP), Mission 4 Component 2 Investment 1.4 - Call for tender No. 1031 of
17/06/2022-of Italian Ministry for University and Research funded by the European Union — NextGenerationEU (proj. nr. CN_00000013).

This work was partially funded by the EU Climateurope2 project (Grant Agreement 101056933) and the EU InterTwin project (Grant Agreement 101058386). 0
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