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	Abbr.
	Organisation

	David Kelsey 
	DK
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	Linda Cornwall
	LC
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	David O’Callaghan
	DO
	TCD

	Riccardo Brunetti
	RB
	INFN

	Romain Wartel
	RW
	CERN

	Antonio Perez Perez
	AP
	CERN

	Mingchao Ma
	MM
	STFC-RAL

	Oxana Smirnova
	OS
	NDGF

	Peter Solagna 
	PS
	EGI.eu Operations Officer
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	KC
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AGENDA BASHING
The main agenda point is the discussion of the Security Policy on the Endorsement and Operation of Virtual Machine Images. In particular the focus will be on the last comments received from Riccardo Brunetti and the Life Sciences Community.
MINUTES AND ACTIONS FROM PREVIOUS MEETING
Minutes from the previous SPG meeting were approved. 
Action 06/01: still ongoing. Not other updates on actions.
ITEMS OF BUSINESS
Security Policy on the Endorsement and Operation of Virtual Machine Images
SPG team analysed the feedback received from the SPG team member Riccardo Brunetti and from the Life Science Community.
Analysis of RB feedback

RB collected three main points from his NGI:

a) If the policy doesn’t limit the right of the RC to deploy not complying virtual images, why this policy?

b) The document should provide references or guidelines about the virtual images registry, requested on bullet 4.

c) In bullet #8 the responsibilities are upon the Endorser, can this statement be added without considering the laws in different countries? Usually laws consider the operator responsible for the actions performed by the VM.
Answers to a):
RB: Is there in any other policy document such a sentence that gives total freedom to the resource centres?

DK: Sites need this freedom, but even if they can deploy not conform VM they are still bound by the other security policies. A more clear statement will be added to the policy. 

RW: I agree.

Policy updated with the suggestions above.

Answers to b):
RB: We can say that details will be provided in other documents.

RW: I agree, we beed to be technology agnostic in this policy.

DK: We may re-phrase it like: “Procedures and guidelines will be provided in a second document”
PS: I would be more specific with a sentence like: “According to the procedures made available by the infrastructure Organisation”. In this way it is clear who should choose the guidelines.

RB: Better Guidelines instead of Procedures.
Policy update with the suggestions.
Answers to c):
RB: We could say that the RC is not responsible, but the laws not necessarily agree. We could say: “You can be considered responsible”

DK: The point of this bullet was that the endorser should seriously think about the software licensing for the software deployed in his Virtual Image. This paragraph does not cover all the law implication, but puts responsibility on the endorser.

OS: It is better to write that the endorser MAY be held responsible.

DOC: The aim of this paragraph is that the endorser is responsible, and he should be aware of that, reading the policy.

Bullet not changed (problems -> issues).
Analysis of Life Science feedback

“The aim of the document is not clear”:

DK: the second paragraph describe the aim of the document.

MMA: The policy is useful if someone wants to run VM not in the same site but in different sites in the infrastructure. We want to consider this policy in a limited context (grid only) rather than a more wide context?

DOC: Even if the word “Grid” is never used, the policy is supposed to be applied in a grid-like environment.

DK: In the last paragraph we may add: “......generation distribution operations of VM images as part of the trusted computing environment of the IT infrastructure.”

RW: We used “distributed infrastructure” to replace grid, but either the definitions are ok.

Action 08/01 on DK: Add the new sentences, add the introductory sentence wrote in the F2F meeting and distribute it for future comments, in a Word document.
AOB
No AOB. 
Date for Next Meeting(s)
There is need for another meeting to discuss the top level security policy. To be scheduled.

Actions

	ID
	Resp.
	Description
	Status

	01/02
	DK
	Invite all EGI.eu Council participants to nominate a voting member of SPG
	ONGOING

	01/04
	SA
	License statement, to make more compact and explain how external partners should mention it
	ONGOING

	01/05
	DG
	Provide English translation for Dutch data protection law, art. 35(?)
	ONGOING 

	
	
	
	

	01/07
	DG&DK
	Go through digital agenda items related to trust and security
	ONGOING

	
	
	
	

	01/09
	DK
	Get rid of “site registration security policy” at the same time as the updated site operations policy is approved
	ONGOING

	01/12
	DK
	Ask TERENA if they have policies in the area of cloud to be considered as base for new top level security policy
	ONGOING

	02/01
	DK
	Ask members to check whether their entry in the membership list is correct
	ONGOING

	02/07
	DK
	Investigate whether the document Security for Collaborating Infrastructures (SCI) overlaps with existing CSIRT agreements
	ONGOING

	02/08
	DK, SA
	Investigate possibility of involvement of Balboni during SPG work on drafting the Data protection policy and what we could offer to him 
	ONGOING

	
	
	
	

	03/02
	SA
	Ask Steven Newhouse about possible mode of collaboration with the PRACE
	ONGOING

	
	
	
	

	03/06
	DK
	Have a look at potential terms and definitions conflicts that are currently present in the common glossary draft
	ONGOING

	03/07
	DK and PDT 
	Define terms and definitions that should be included in the Common Glossary after the Service Operations Security Policy is finalised 
	ONGOING

	
	
	
	

	05/02
	DK
	Define General statement in introduction part for every policy 
	ONGOING

	06/01
	DK
	Agree with TF what is the correct way to address references, especially to the escalation procedure
	ONGOING

	07/01
	DK
	Define suitable time for face to face SPG meeting to define the work plan for 2012
	ONGOING

	08/01
	DK
	Add the new sentences, add the introductory sentence wrote in the F2F meeting and distribute it for future comments, in a Word document.
	NEW


Minutes prepared by        Peter Solagna, 20.10.2011
Minutes Approved           SPG Chair David Kelsey

                                        _______________________
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