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	Participants
	Abbr.
	Organisation

	David Kelsey 
	DK
	STFC (SPG Chair)

	Tiziana Ferrari 
	TF
	EGI.eu Operations Manager

	David O’Callaghan
	DO
	TCD

	David Groep
	DG
	Nikhef

	Sven Gabriel
	SG
	Nikhef

	Antonio Perez Perez
	AP
	CERN

	Peter Solagna 
	PS
	EGI.eu Operations Officer

	Jules Wolfrat
	JW
	SARA

	Damir Marinovic 
	DM
	EGI.eu 

	Oxana Smirnova (day 2)
	OS
	NDGF

	Steven Newhouse**
	SN
	EGI.eu Director

	Michel Drescher**
	MD
	EGI.eu Techical Manager 

	Riccardo Brunetti*
	RB
	INFN


*remotely connected 
**present for morning session on 2nd day

INTRODUCTION AND AGREE AGENDA 
Welcome introduction by DK. DK presented the agenda points. There were no objections or additional points from the participants. 
MINUTES AND ACTIONS FROM PREVIOUS MEETING
Minutes from the previous SPG meeting on 13th October were approved.  
DK checked with other SPG members the action list from the previous SPG meetings. Close review of actions was done.

DK agreed that it should remind people one more time about SPG activities in order to motivate them to join SPG meeting and EGI security policy development activities. DK will contact NGI liaison for potential SPG membership (action 09/01).
DG: Copyright license is not clear; it is confusing and contradictory. I recommend CC-BY (to make, to share, for commercial use) or CC-BY-NC DK: Maybe copyright notice should be different for security policies since we want that others use them. DM: All EGI Policies and Procedure should have the same copyright notice.  Everybody agreed that NoDerivs should be avoided. SA and DM should review current copyright license and inform about progress on the next SPG meeting (action 09/02).
IN 2012, SPG plans to draft EGI Data privacy policy. SA should contact Balboni and check whether he is ready to provide his feedback. Ideally he should be contacted before the Technical Forum (TF) in order to provide his opinion and invite him to attend next TF (action 09/03).
All actions from previous meetings can be considered closed. Three new actions are opened while reviewing the action list. 
BUSINESS ITEMS
Various items of news and updates 
DK informed attendees about recently approved EGI security policies. 

DK: In October 2011 he chaired a Security for Collaborating Infrastructures (SCI) activities meeting. The general aim is to define security policy standards for interoperation between infrastructures for example in security incident response. We accepted that the chance of imposing a single set of documents is not achievable or desirable. Following this, we discussed possible general agreement on content and important issues that should be addressed by different infrastructures. TF: No common set of policies between OSG and EGI? DK: No, they have their own policy set and some of them are not accessible. We agreed draft document
 that addresses various issues (operational security, incident response, traceability etc.) SPG attendees went through the document.

 DK: This kind of policy drafting is building trust between different infrastructures. 
TF: Security issue with ROC Africa. ROC Africa is not following procedure; they are not part of EGI. Signed MoU for external RPs is not the case with ROC Africa. DK: They need to agree at least with this document. DG: Agree, they don’t have to be part of EGI (it is non-discriminatory); they need at least to write their own policies that we are able to see.  JW: We have common users, we share risks. DK: Next step is to have another SCI meeting and to try to complete version 1 of the policy standards document. SG: Decommissioning procedure/policy is very important TF: You can just suspend site DG: Something like security for no collaborating infrastructures. DK: I don’t think this is a policy issue. PS: There is no way to enforce sanctions on them. DG: Probably the sites will be happy with set of recommendations and this is the best we can do. 
DK presented new IGTF guidelines on Attribute Authority Service Operations.
 This guideline describes the minimum requirements and recommendations for the operation of Attribute Authority Services. It is to define best practice, standards etc. The purpose is to inform about policy development activities that are going elsewhere. 
Various general issues 
DK: SPG Terms of Reference were reviewed in November 2011 so the annual review is not needed until November 2012.  Is there a need to update terms within MS209 Security Policies within EGI?
 Since it doesn’t change anything substantially, there is no need and urgency to change it in this moment.  
DO: In policies, people involved in drafting process of these policies should get more acknowledgment.   DK: Agree. DK to list all the names from editorial teams to the document log in future, including two recently approved policies (action 09/04). TF: Maybe to have acknowledgment section to list people who provided consistent amount of effort.
DK: TF would like to initiate merge of SPG Security Glossary and general EGI Glossary. TF: We have discussion in OMB, for example, about the role of security officers defined. I found it in SPG Glossary. We should not reference to two glossaries; we should just have one source of information. It would be useful to have an owner attached to term to know who has responsibility. DK: What is the scope of EGI Glossary? We don’t want to go too much into details for EGI Glossary having in mind that we need to keep some specific security terms? TF: It’s not a problem. If you have one source it makes it easer. DK: Did we define all the terms for two recently approved policies? TF: It would be nice to have it done.  DK and TF to take complete SPG Glossary list, check whether it clashes with other terms and add appropriate terms in general EGI Glossary (action 09/05).  DK to check two recently approved Security policies
 and analyse whether to include new terms to glossary (action 09/06). DK: We have some old security policies that talk about, for example a Grid. One of the options is to have separate list that can be maintained to map all security policies.   
DK: Handling of IPR and dispute resolution/escalation procedures. TF: Both Resource Infrastructure Providers and RCs can deploy services; this IPR statement is applicable and I added statement to OLAs.    

TF: About the procedure DK pointing out lack of umbrella document. It can be easily part of Resource Infrastructure Providers and RCs OLA and soon we will have EGI.eu OLA. What if VO box is compromised and responsible person is not doing anything. Do you suspend users? Is it acceptable to ban all the users e.g. for ATLAS? DK: We are now about to revise top-level Security policy so we can consider whether to change something or not. We need to decide how to address it.
Revision of top-level Security Policy document 
DK created wiki page for discussion https://wiki.egi.eu/wiki/SPG:Drafts:Security_Policy
Delete section 6 on IPR and just leave sanctions? Take out sentence: “The issues of liability, dispute resolution and intellectual property rights, all of which may be Grid-specific, should be addressed in the additional policy documents”. Discussion about whether to keep it or not. TF: Can we discuss this at SCG? DK: Suggestion from SPG side is to delete this sentence but it can be discussed at next SCG meeting.  
DK: In September, we agreed that general structure of this document is correct. It is the policy that gives authority to all the other policies. Today discussion on terminology should be useful. To use IT infrastructure instead of Grid? All of the terms defined in the document are contained in glossary. We need to update to be in compliance with EGI Glossary. Use IT infrastructure, e-infrastructure or DCI?  Defined terms are in italic. What is aim of the policy? Is it only for EGI purpose or to be potentially used by other e-Infrastructures? DG: It would be nice to have it generic so other can copy it and use it. It can be useful for other infrastructures. We can have mapping document, so some of the content for current top-level policy can go into mapping document. DK: Leave the definitions in the policy for the time being and see at the end whether to keep them or not. It was decided to replace Grid with IT infrastructure and to replace resources with assets. Work on redefining Section 1. DK: Tomorrow we should concentrate on Section 2 and also redefine composition of editorial team. 
Thursday 02 February (2nd meeting day)
	


Review agenda 
DK put forward agenda for the 2nd day of the SPG meeting. DK invited input from SN as to SPG work plans for 2012.
SN: It would be useful to get comment what is our position on EU Data Protection Directive. Another thing that needs to be discussed is moving the private date across national borders (e.g. German regulation). Pressure is coming from legal side about distributing data and from demand side NGIs want more information on who is using their resources. If they see large amount of usage outside their country they want to know who is using their resources. DK: We can write policies that allow this to happen; it is political decision. SN: We have virtual team looking at what information do NGI wants, we have another team looking from technical implementation aspect. DG: Nationality is different than home NGI. DK: There is VO manager who has access to this information; define set of people who are allowed to see it. DG: There are individual researchers who don’t want anything to have with NGI, so their data should never be disclosed to NGI. 
SN: Rethinking VO model; currently, it is very autonomous. User communities don’t feel any obligation to the infrastructure, completely opposite to PRACE situation. DK: Much broader problem than accounting SN: I don’t know whether it is security policy issue, it’s more for discussion.  DK: Next set of policies we should review VO policies. Service Operations Security policy applies to VO. 
	


Levels of Trust and Assurance in a virtualised world 

	


MD gave presentation (presentation at agenda page):
· On Grids and Clouds
· Platforms in the EGI community
· Stakeholders and roles
· Policy implications
OS: Not all national resources are not provided to EGI. This will reduce complexity.  MD: Yes, I think so. VM gives you access to virtual hardware and it give you extreme flexibility as a user. OS: Regular user communities probably will not want it.  MD: Users don’t have to see infrastructure changes; they are not providers; they may choose to actually use platform. SN: Providing a Federated Cloud model means that local site passes its control to someone else. That control is similar to way you run your applications. Issue is who has the expertise to launch and operate VMs. VOs and VMs started to deploy rather than users. DG: This model works very well for NGIs who has centrally coordinated sites. University clusters may get lost in this model.   SN explained hardware layer and model in details. SN: It is voluntary decision whether to implement IaaS to their user communities as a service. We are trying to find the model that is sustainable because middleware maintenance will stop being funded in one-year time. For sustainability point of view, the cloud model is backed up by the whole IT industry. What we need is a small layer that will hold cloud model.  
DK: What are the security and thrust issue? MD continued with presentation to explain these issue. DK: SPG policy on virtualisation addresses some of the issues, but not all. SN: Skeleton on what kind of endorsement started to be defined. People are starting to use VMs and to ask questions. DK: Document on level of trust? How do we build trust? DG: The Amazon user provides them with credit card number and you sign to pay for lawyers of Amazon. SN: Some sites are very confident about network protection, and don’t need to know where is the VM endorsed; other sites are more concerned, they don’t have a network protection and they do want assurance. DK: Should SPG produce new policies? DO: It seems we need to extend Virtualisation policy. SN: We have a policy; it states that procedure for endorsement is somewhere else. We can have multiple documents dealing with endorsement.  Is there anything around current site policy that is likely to cause an issue logging and pilot jobs? Sites don’t know necessarily who is running this job. Are we exposing any holes in that part of the system? DG: As a site you know who runs machine and in what time. SN: Is that too little or different that we have in a moment?  DK: In approved policy we talk about VM operators and response to security incident. MD: Security issues on infrastructure layer are site responsibilities. DK: A higher layer responsibility is on Security team. MD: We need common understanding and common terms that we can use. It is more a policy then process question. SN: We are trying to open up community for new users. DK: Develop Guidelines for assurance? SN: It will come from the task force. SPG needs to endorse guidelines.  DK: There is no immediate action, just to raise awareness. MD to inform SPG about future outputs from Federated Clouds task force (action 09/07).
Data Privacy - user level accounting 
DK pointed at the draft of Accounting policy https://wiki.egi.eu/wiki/SPG:Drafts:Accounting_Policy
DK: Today we are extending the existing accounting policy to include storage accounting. PS: No, there is accounting virtual team and there are requirements, but on EGI level we don’t do it. OGF storage accounting record was discussed at TF Lyon. The aim is to record snapshot, not all-accounting record. DK: In future with virtual/cloud work there will also be a need for network accounting. Who needs access to user level data? Is there requirement for NGIs to see ratio between our and foreign users? PS: NGIs need to know who is running their infrastructure. They need to set up their own recording. However, this approach to recording is not a perfect one. DK: Policy needs to address multiple accounting centers. PS: EGI accounting should allow NGI information they need. OS: According to new EU data protection proposal, people should be able to request removal of their data. DK: Current version of the policy says that sites are responsible. PS: Usage of EGI resources will be accounted at user level. DG: Does the VO have a proper basis to ask for permission? No free consent? JW: Maybe to force the user through formal obligation. RB: This was requested by some funding agencies, for example in Italy, to know whether their users run the jobs. For example, they asked nationality per site; so it would be interesting to have aggregated information about nationality. DG: Nationality and country where person lives can differ. Majority of African users are Italians. RB: NGI manager would allow to do it, question is whether it is technically possible? DG: But what is the information to be released? RB: So it is impossible to get nationality? DK and OS: Yes, it is impossible. JW: It would be useful and good to know what is the usage of for example Italian organisations? DG: That it is completely different information you want. That is entitlement. DK: Many of the instances require this. DK: NGIs can ask sites to send record. PS: One more problem is that institutions want to have accounting data. Policy should allow to retrieve some information. DG: Define clearly in the policy on what specific information they want. So looking at the policy, home organization should be fine, so there is no need to change policy.   
DK: We need to change Section 6. DG: Section 6 is fine; it doesn’t define aggregated stuff. DK: So it is covered by policy. We need to communicate that if NGIs want to do it, they need to run their own depository.  Shall we change the policy? Suggestion for sites to give access to their data to third parties?  Define the NGI resource manager in a way to allow him to actually have the right to see user level. RB: They want aggregated accounting information with institution that formed NGIs. DG: The data is not there. RB: Information contained it seems to be possible DN? OS: That is lucky coincidence for some. DG: Many CAs don’t have it.  RB: We should discuss at the level of policy group whether it is possible or not. OS: No limit policy, only by affiliation. RB: Why do you say that DN is not available in aggregated form? DG: Because information in DN you agree is not allowed to share. PS: NGIs is happy with CA attribute. DG: Policy should say what you are allowed to do it with data. DK: Shall we edit Section 3? DG: If you want issuing CA information, the Section covers it; it’s already there.  If you start mentioning example it is not anymore general policy. DK: We should revise policy now; we can update terminology also. VO stays, changed Sites to RCs, Grid management replaced with Resource Infrastructure Providers. PS to define (grid) Operations in EGI Glossary (action 09/08). DO: Smaller VOs to be aggregated to others? DG: Yes.
SPG Plans for 2012
DK suggested to start working on SPG plans for 2012 and define what policies should be developed in 2012 including deadlines and editorial teams. The following plan was agreed:
	#
	Document
	Draft by
	Team

	1
	Top-Level Security Policy
	Internal: 06/04/2012
  
	           DK*
           DG
           RW

           PDT

	2
	Accounting Policy 
	Internal: 31/06/2012 
	           DO*

           DG
           DK

           PS

	3
	SPG Glossary integration into EGI Glossary
	Internal:  31/08/2012
 
	           TF*
           OS

           DO

	4
	Data Protection Policy
	  Internal: 31/12/2012
	          

	5
	Revise VO Operation Policy and VO Registration Security Policy 
	 Internal: 31/12/2012
	


*leader 

All discussion about policies will take place in the SPG-discuss mailing list.
DK to ask TF to be leader for SPG Glossary integration into EGI Glossary (action 09/09).
	


Top-level Security Policy (session 2) 

	


The most important section of this document is Section 2.   
Title of the policy should be Grid Security policy or IT infrastructure Security Policy? DG: IT infrastructure Security Policy. Section 2.1 Grid management changed to The IT organization; changed Grid Security Officer to IT Security Officer, Grid Security Operation to CSIRT etc. Discussion went on about different Sections’ content.

DK will continue with “cleaning” of Top-level Security Policy document and then schedule a call for the Editorial Team (action 09/10).
AOB and Date for Next Meeting(s)
No plans to have F2F meeting for the Community Forum. In this moment there is no fixed date for the next F2F meeting but this is likely to be held at the September Technical Forum. Phone/video meetings will be arranged as needed to conduct routine business.
Actions

	ID
	Resp.
	Description
	Status

	09/01
	DK
	Contact NGI liaison for potential NGI membership engagement 
	NEW

	09/02
	SA and DM
	Review current copyright license and inform about progress on the next SPG meeting
	NEW

	09/03
	SA
	 Contact Balboni before TF2012 and check whether he is ready to provide his feedback on EGI Data privacy policy and attend TF
	NEW

	09/04
	DK
	List all the names from editorial teams to the document log in future, including two recently approved policies Service Operations Security Policy and Security Policy on the endorsement and operation of virtual machine images
	NEW

	09/05
	DK and TF 
	Complete SPG Glossary list, check whether it clashes with other terms and add appropriate terms in general EGI Glossary
	NEW

	09/06
	DK
	Check two recently approved Security policies
 and analyse whether to include new terms to glossary
	NEW

	09/07
	MD
	Inform SPG about future outputs from Federated Clouds task force
	NEW

	09/08
	PS
	Define (grid) Operations in EGI Glossary
	NEW

	09/09
	DK
	Ask TF to be leader for SPG Glossary integration into EGI Glossary
	NEW

	09/10
	DK
	Continue with “cleaning” of Top-level Security Policy document and afterwards schedule a call for the Editorial Team
	NEW


Minutes prepared by        Damir Marinovic, 02.02.2012
Minutes Approved           SPG Chair David Kelsey

COPYRIGHT NOTICE

Copyright © EGI.eu. This work is licensed under the Creative Commons Attribution-NonCommercial-NoDerivs 3.0 Unported License. To view a copy of this license, visit http://creativecommons.org/licenses/by-nc/3.0/ or send a letter to Creative Commons, 171 Second Street, Suite 300, San Francisco, California, 94105, USA.

The work must be attributed by attaching the following reference to the copied elements: “Copyright © EGI.eu (www.egi.eu). Using this document in a way and/or for purposes not foreseen in the license, requires the prior written permission of the copyright holders. The information contained in this document represents the views of the copyright holders as of the date such views are published.
� � HYPERLINK "http://indico.cern.ch/getFile.py/access?contribId=1&resId=0&materialId=0&confId=162432" ��http://indico.cern.ch/getFile.py/access?contribId=1&resId=0&materialId=0&confId=162432�


� � HYPERLINK "http://www.eugridpma.org/guidelines/aaops/" ��http://www.eugridpma.org/guidelines/aaops/�  


� https://documents.egi.eu/document/210     


� Service Operations Security Policy and Security Policy on the endorsement and operation of virtual machine images


� Service Operations Security Policy and Security Policy on the endorsement and operation of virtual machine images
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